FEDERAL ELECTION COMMISSION
WASHINGTON, D.C. 20463

June 21, 2017

MEMORANDUM
TO: The Commission
FROM: Ellen L. Weintraub gm
Commissioner

SUBJECT:  Discussion of Commission’s Response to Alleged Foreign Interference in
American Elections

The American public is justifiably alarmed by the reports of foreign attempts to influence
the 2016 U.S. presidential election. They want action from their federal government — including
the Federal Election Commission. Members of Congress are similarly alarmed and have
demanded that we act.’

It is this Commission’s duty to respond, and to respond forcefully. Whether a hostile
foreign power provided anything of value in connection with a federal, state, or local election
goes to the very heart of the Federal Election Commission’s mission and jurisdiction.” This
Commission is sworn to fulfill “the sovereign’s obligation to preserve the basic conception of a
political community.”

This is an all-hands-on-deck moment for our democracy. Former Vice President Dick
Cheney has said that Russia’s alleged actions could be considered “an act of war” against the
United States.* Every part of our government that has jurisdiction over these issues must exercise
every scrap of its jurisdiction as fully as it can.
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The mere allegation that foreign interference may have occurred shakes the faith of
Americans in our democracy. The FEC must find out the facts of what happened during the 2016
U.S. presidential election and move swiftly and firmly to fix any problems we find. Only then
can we begin to restore the American people’s resilient but battered faith that our federal
elections belong to us — and not to some foreign power.

Since I last broached the issue of foreign money in our elections at the Commission’s
January 12, 2017, meeting, the Commission and the American public have learned quite a bit
about the possible scope of foreign intrusions into the 2016 presidential election. Just last week,
Bloomberg News reported the shocking news that Russia had made incursions into voter
databases and software systems in 39 states.” TIME reported in May that American intelligence
officials have found that Russian agents bought ads on Facebook to target specific American
populations with election-related propaganda The Intercept reported earlier this month that
“Russian military intelligence executed a cyberattack on at least one U.S. voting software
supplier and sent spear-phishing emails to more than 100 local election officials just days before
last November’s presidential election.”’

The Federal Election Campaign Act® prohibits foreign nationals from directly or
indirectly making contributions or donatlons of money or other things of value in connection
with any federal, state, or local election,” and glves the FEC the exclusive civil legal authority to
enforce that provision and the rest of the Act."’ This extraordinarily broad ban on foreign
spending in our elections — and the Commission’s authority to enforce it — is fully endorsed by
the Supreme Court."!

The Commission must respond to complaints regarding foreign spending in our elections
as quickly and as completely as possible. While we cannot speak publicly about any pending
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complaints or enforcement matters, we can provide assurances to the American people that we
have prioritized expedited treatment of complaints regarding foreign national contributions.

Our authority and responsibility to keep American elections free from foreign influence
obviously do not stop with our enforcement function, which is just one of the tools provided to
us by the Act. I asked that this agenda item be added to our June 22 open meeting so we can
discuss what the rest of our toolbox looks like and explore the full range of our possible
responses to the alleged foreign interference in our elections. I submit that we should consider
taking these actions:

1. Receive open- and closed-door briefings. Typically when we address foreign
money in our elections, it is regarding contributions made directly by foreign
nationals or made indirectly through corporations or other entities.

What’s being reported here is different: TIME’s report of Facebook ads being bought
by Russia in the hopes of swaying the election is new. Bloomberg’s report that Russia
attacked state voter-registration and campaign-finance databases is new."

We and our staff need to know what happened, what is happening now, and what may
happen next. We should receive briefings by such entities as DOJ or FinCEN'* so we
may be sure we are conducting rulemakings and informing the public armed with the
most up-to-date information on whatever foreign interference occurred in our
elections, and how foreign money may have financed it.

2. Examine the Commission’s enforcement function. We must ensure that our
Enforcement Division has the resources it needs to pursue any foreign-influence
matters that have been filed or are likely to be filed in the foreseeable future. Are
additional financial resources needed? Should we request that specialized personnel
be detailed from other agencies? Do we need to create a task force within the agency
to handle any such matters?

3. Provide public assurances on FEC data integrity. Russians reportedly attempted to
breach state campaign-finance databases. The American people deserve assurances
that the FEC’s federal campaign-finance data is safe and has not been tampered with.

4. Revisit corporate rulemaking: Re-examine whether enough facts have emerged
about foreign influence in our elections to bring us to consensus to embark upon a
rulemaking to ensure that U.S. political spending is free from foreign influence
through corporations. I will not repeat all the arguments in favor of our taking action
to stem foreign spending through corporations, but incorporate by reference my
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memorandum of September 9, 2016" and my revised memorandum of September 28,
2016."°

5. Determine whether any additional rulemakings are warranted. Engage in fact-
finding to determine whether we need to tighten up existing regulations or write new
ones to prevent foreign influence in our elections. The Commission has broad powers
to hold hearings, compel testimony, and require production of documents. We have
not generally used these powers outside the enforcement context, but FECA is clear
that our powers are not bound by our enforcement duties."’

6. Develop any necessary legislative recommendations. Given the alleged activity,
what recommendations should we make to Congress to strengthen FECA’s foreign-
spending prohibitions, if any? Which bills moving through the Congress now would
provide a stronger legal defense against foreign incursions?

This issue need not be — and must not be — a partisan issue. Recently, 97 members of the
U.S. Senate, from Mitch McConnell to Bernie Sanders, agreed to extend sanctions against
Russia. They take foreign threats to our electoral integrity seriously. So should we.

Julian Schreibman, a former CIA employee and federal prosecutor, and Ron Fein, legal
director of Free Speech for People, wrote in Newsweek in May that allegations of Russian
interference in the 2016 election “represents the greatest threat to the integrity of our elections
that the nation has ever seen,” adding that if “the FEC can rise to the challenge, this could be its
finest hour.”'®

I agree. Russia’s alleged activities in our 2016 presidential election may represent an
unprecedented threat to the very foundations of our American political community. This
Commission is divided on many issues, but we can be united in finding foreign influence in our
elections to be totally unacceptable. I believe that this Commission can indeed rise to the
challenge of understanding what happened in the 2016 election and plugging any legal or
procedural holes that could allow foreign actors to interfere with our future elections.
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