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Following this report, on December 12, 2016, Senator Mitch McConnell (R-Ky.) and
Representative Paul Ryan (R-Wis.) called for an inquiry into possible Russian
interference in the 2016 election.4
On January 6, 2017, the Office of the DNI released an unclassified report titled
Assessing Russian Activities and Intentions in Recent US Elections (Assessing Russian
Activities). 5 This report was an abbreviated, declassified version of a still-classified
detailed report provided to the President and presidentially-approved recipients at the
highest levels of the U.S. government. The unclassified report states unequivocally in
its header that “its conclusions are identical to those in the highly classified
assessment.”6
As set forth in Assessing Russian Activities, the Central Intelligence Agency,
Federal Bureau of Investigation (FBI), and National Security Agency jointly concluded
that “Russian President Vladimir Putin ordered an influence campaign in 2016 aimed
at the US presidential election.” The tactics of this influence campaign included “statefunded media, third-party intermediaries, and paid social media users or ‘trolls.’” In
pursuing this campaign, “Russia’s goals were to undermine public faith in the US
democratic process, denigrate [former U.S. Secretary of State Hillary] Clinton, and harm
her electability and potential presidency,” and reflected Russia’s “clear preference for
President-elect Trump.”7
II.

Russia’s Motive to Interfere in the U.S. Presidential Election

According to Assessing Russian Activities, Russia had numerous motives for
interfering in the U.S. presidential election and, in particular, for working to assist the
Trump campaign. In addition to a history of animosity against Secretary Clinton,
Russian President Vladimir Putin has had a consistent preference for “Western political
leaders whose business interests made them more disposed to deal with Russia[.]”8
For the past several years, President Trump’s business empire has received
outsized financial support from Russia. In 2008, Mr. Trump’s son Donald Jr. said that
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“Russians make up a pretty disproportionate cross-section of a lot of our assets.”9 In
2014, Mr. Trump’s other son Eric reportedly told a golf writer: “[W]e don’t rely on
American banks. We have all the funding we need out of Russia.”10 As for President
Trump himself, in 2013, discussing meetings regarding a potential hotel project in
Moscow, Mr. Trump stated: “The Russian market is attracted to me. I have a great
relationship with many Russians, and almost all of the oligarchs were in the room.”11 In
2015, on Hugh Hewitt’s radio program, Mr. Trump stated: “[T]wo years ago, I was in
Moscow . . . I was with the top-level people, both oligarchs and generals, and top-ofthe-government people. I can’t go further than that, but I will tell you that I met the top
people, and the relationship was extraordinary.” 12 Although Mr. Trump’s
characterizations of his relationship with President Putin himself have evolved over time,
in 2013 he told MSNBC that he had “a relationship” with Putin, who Mr. Trump said was
personally “very interested” in Trump’s investment objectives in Russia.13
Furthermore, several staff and advisers to the Trump campaign, including Paul
Manafort, Lieutenant General (ret.) Michael Flynn, Carter Page, and Roger Stone, had
histories of close ties to the Russian government and its allies. For example, Manafort
served as President Trump’s campaign manager from approximately early April 2016
until August 19, 2016.14 Before his work on the Trump campaign, Manafort had long
been associated with Russian interests. According to a March 2017 Associated Press
exclusive report, Manafort “proposed in a confidential strategy plan as early as June
2005 that he would influence politics, business dealings and news coverage inside the
United States, Europe and former Soviet republics to benefit President Vladimir Putin’s
government.”15 This plan, proposed to “aluminum magnate Oleg Deripaska, a close
Putin ally,” led to a $10 million annual contract beginning in 2006. 16 Manafort also
made millions of dollars as a consultant to pro-Russian elements of Ukrainian
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government and politics, including managing the successful 2014 election campaign
of Viktor Yanukovych, which itself was reportedly aided by the Russian government.17
Other Trump campaign advisers had similar Russia connections:
•

•

•

General Flynn had a history of appearing on, and being paid by, the Russian
government’s television network, RT (formerly “Russia Today”), including a
$33,750 payment for a 2015 speech in Moscow, despite having been warned by
the Defense Intelligence Agency in 2014 not to accept compensation from
foreign governments without advance approval.18
Carter Page, for whose communications the FBI sought and received a Foreign
Intelligence Surveillance Act warrant in the summer of 2016 “after convincing a
Foreign Intelligence Surveillance Court judge that there was probable cause to
believe Page was acting as an agent of a foreign power, in this case Russia,”19
visited Russia mid-campaign with the approval of the Trump campaign.20
Stone has stated that he has “mutual friends” with WikiLeaks publisher Julian
Assange,21 and recently admitted having interacted online in August 2016 with
“Guccifer 2.0,” the online persona of the hacker(s) involved in releasing the
private email messages of key Clinton allies.22

At this time, the public record does not provide enough information to ascertain
whether these individuals (re-)entered the employ of the Russian government during,
or after terminating, their engagements with the Trump campaign.
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III.

The Russian Influence Campaign

According to both media reporting and Assessing Russian Activities, the Russian
government’s efforts to influence or alter the U.S. election were extensive. Taken as a
whole, they suggest a Russian campaign of aktivniye meropriyatiya (active measures)—
political warfare to influence the 2016 U.S. election.23
The phishing attack. Key members of the Democratic National Committee and
Secretary Clinton’s campaign were victimized by a “phishing” attack. The attack
involved communications transmitted directly to the targets in the United States. The
information obtained through the phishing attack permitted hackers to gain access to
thousands of internal Democratic Party and campaign emails stored on U.S. servers,
including those of Clinton campaign chairman John Podesta. Hackers then transmitted
a database of the stolen e-mails to WikiLeaks, a web site that released this information
beginning in the summer of 2016, just before the Democratic National Convention.
The release of these email messages is widely agreed to have had the purpose of
harming Secretary Clinton’s electoral chances and of benefitting her competitor Mr.
Trump.24
The U.S. government has concluded that the phishing attacks, subsequent
hacking of e-mails, and the distribution of the stolen e-mails to WikiLeaks were
performed by individuals employed or paid by the Russian government.25 Furthermore,
U.S. intelligence agencies concluded that “Guccifer 2.0,” supposedly an independent
Romanian hacker who transferred stolen data to WikiLeaks, was actually a persona
used by the Russian government. Similarly, a website named simply “DCLeaks.com”
was also a Russian government operation.26
Cyber intrusions into state and local election boards. Separately, also according
to Assessing Russian Activities, the Russian government sponsored cyber intrusions
directly into U.S. state and local electoral boards.27 According to published reports,
23
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Russian hackers targeted more than 20 state election systems, and successfully
infiltrated four.28
Influence campaign. Finally, the Russian government paid individuals to
communicate political messages to persons in the United States for the purpose of
influencing the election. In 2015, the New York Times reported on “an army of well-paid
‘trolls’” in St. Petersburg, Russia, trying to “wreak havoc” in “real-life American
communities.”29 The group had become known for “employing hundreds of Russians
to post pro-Kremlin propaganda online under fake identities, including on Twitter.”30
The author of the New York Times article later tracked the “Russian trolls” his reporting
had uncovered, and found that by late 2015, many of them had “turned into
conservative accounts” and were “all tweeting about Donald Trump.”31
This Russian government-paid team posted substantial amounts of pro-Trump,
anti-Clinton material on various third-party web sites and communications media, such
as Twitter. One of the methods used by these Russian government-paid actors was to
use false or deceptive profiles suggesting that they were actually American citizens.32
Many of these paid Russian bloggers used profile names that explicitly incorporated
language supporting a specific political candidate, such as the phrase “for Trump,” e.g.,
“Moms for Trump” and “Veterans for Trump.”33 Classic dezinformatsiya (disinformation)
techniques were updated for the Internet era.
As reported by the Washington Post:
The flood of “fake news” this election season got support from a
sophisticated Russian propaganda campaign that created and
spread misleading articles online with the goal of punishing
28
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Democrat Hillary Clinton, helping Republican Donald Trump and
undermining faith in American democracy, say independent
researchers who tracked the operation. . . . There is no way to know
whether the Russian campaign proved decisive in electing Trump,
but researchers portray it as part of a broadly effective strategy of
sowing distrust in U.S. democracy and its leaders . . . “The way that
this propaganda apparatus supported Trump was equivalent to
some massive amount of a media buy,” said the executive director
of PropOrNot, who spoke on the condition of anonymity to avoid
being targeted by Russia’s legions of skilled hackers. “It was like
Russia was running a super PAC for Trump’s campaign. . .It
worked.”34
A Bloomberg report also described “[m]aterial stolen by Russia’s intelligence services”
that was “feverishly promoted by online personas and numerous fake accounts,”
referencing an analysis of thousands of online postings, links, and documents.35
IV.

Evidence Suggesting Coordination Between the Trump campaign and
the Russian government

Considering the Russian government’s clear preference for Mr. Trump,
numerous personal connections to the Trump campaign, and the Trump campaign’s
documented disregard for laws concerning foreign involvement in U.S. elections (as
demonstrated by soliciting monetary contributions from foreign nationals, including
foreign government officials, even after prior solicitations had been made public and
identified as illegal), 36 the existing record of public communications between the
Trump campaign and Russian government actors provides a prima facie case justifying
a complete investigation into whether the Russian government coordinated its
expenditures with the Trump campaign.
Dramatically, on June 27, 2016, Donald Trump publicly called upon the Russian
government to gain unauthorized access to, and publish, Secretary Clinton’s emails.
Mr. Trump stated at a news conference: “Russia, if you’re listening, I hope you’re able
to find the 30,000 emails that are missing. I think you will probably be rewarded
34
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mightily by our press.” 37 As then-White House Press Secretary Joshua Earnest later
articulated:
It's just a fact—you all have it on tape—that the Republican nominee for
president was encouraging Russia to hack his opponent because he
believed that that would help his campaign.
I don’t know if it was a staff meeting or if he had access to a briefing or he
was just basing his assessment on a large number of published reports,
but Mr. Trump obviously knew that Russia was engaged in malicious
cyberactivity that was helping him and hurting Hillary Clinton’s
campaign.38
Then, in July 2016, respected computer security experts searching for malware
discovered a pattern of suspicious electronic communications “that began during
office hours in New York and continued during office hours in Moscow. The researchers
recognized that this wasn’t an attack, but a sustained relationship between a server
registered to the Trump Organization and two servers registered to [a Russian financial
firm] called Alfa Bank” in Moscow.39 While subsequent commentary from additional
computer experts has also offered the possibility that “there could be an innocuous
explanation, like a marketing email or spam, for the computer contacts,” other
computer scientists and engineers doubt this explanation. 40 According to a March
2017 report, the FBI’s counterintelligence team is still investigating the “odd” computer
link between Alfa Bank and the Trump Organization.41
Moreover, close associates of the Trump campaign appeared to have advance
knowledge of WikiLeaks publication of stolen e-mails. In particular, Roger Stone
specifically identified John Podesta as someone who would be “in the barrel,” before
it was known that Podesta’s e-mails had been compromised. 42 Then, just six days
before WikiLeaks released a tranche of Clinton-related e-mails, Stone tweeted,
37

Ashley Parker & David E. Sanger, Donald Trump Calls on Russia to Find Hillary Clinton’s Missing Emails, N.Y.
Times, June 27, 2016, http://nyti.ms/2aKnwvY.
38
Michelle Kosinski & Kevin Liptak, Gloves-off White House creates rift between Obama and Trump teams, CNN,
Dec. 15, 2016, http://cnn.it/2hG8J8E.
39
Franklin Foer, Was a Trump Server Communicating With Russia?, Slate, Oct. 31, 2016,
http://slate.me/2dWggCd.
40
See Franklin Foer, Trump’s Server, Revisited, Slate, Nov. 2, 2016, http://slate.me/2hFBsdU.
41
Pamela Brown & Jose Pagliery, Sources: FBI investigation continues into 'odd' computer link between Russian
bank and Trump Organization, CNN, Mar. 10, 2017, http://cnn.it/2nboh6U.
42
Roger Stone (@RogerJStoneJr), Twitter (Aug. 21, 2016, 7:24 AM),
https://twitter.com/rogerjstonejr/status/767366825743097856.

8

“Wednesday@HillaryClinton is done. #Wikileaks.” 43 There is no reasonable
interpretation of this other than that Stone had advance knowledge of both the content
and timing of the WikiLeaks release of documents stolen by agents of the Russian
government.
In addition to these tell-tale electronic signs, multiple high-level members of
(and surrogates for) the Trump campaign had direct communications with senior
Russian government officials. Such extensive communications are not routinely
conducted by a political campaign, outside of formal diplomatic channels. Among
other things:
•

•

V.

Attorney General (then Senator) Jeff Sessions, a key Trump campaign surrogate,
met twice during the campaign with the Russian ambassador to the United
States, including during the Republican National Convention. After being sworn
in, he admitted that he had not disclosed these communications despite having
been questioned about Russian contacts during his confirmation hearing, and
has since recused himself from any Department of Justice investigation into
these matters;44
In July 2016, Trump campaign adviser Carter Page traveled to Moscow to give
a speech and, while there, met with the leadership of Russian energy companies
Gazprom (wholly state owned) and Rosneft (majority state owned). 45 Page’s
contacts with Russian intelligence were so extensive that the FBI obtained a
Foreign Intelligence Surveillance Act warrant to monitor Page’s communications
in the summer of 2016.46
Post-Election Events Supporting the Need for Investigation

Unusual activity by Mr. Trump’s presidential transition team, senior advisers, and
Mr. Trump himself after the election supports the need for investigation. These actions
may help elucidate the existence and nature of relationships with the Russian
government, including potential corruption:
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•

•

•

In December 2016, General Flynn and Jared Kushner (President Trump’s sonin-law and a key campaign official) met, apparently in secret, with the Russian
ambassador to the United States in New York City’s Trump Tower. This
meeting was not disclosed until March 2017.47 Also in December 2016,
General Flynn had several private communications with the Russian
ambassador, including about newly-imposed sanctions. Flynn’s dissembling
about these communications ultimately led to his resignation.48 Recently,
federal prosecutors in Virginia issued grand jury subpoenas to associates of
General Flynn.49 And on May 10, 2017, the Senate Intelligence Committee
issued a subpoena to General Flynn for certain documents relevant to the
Committee’s investigation into Russian interference with the 2016 election.50
In January 2017, President Trump’s personal lawyer, Michael Cohen, handdelivered a “peace plan” for Ukraine to General Flynn (then serving as National
Security Advisor), which Cohen had received at his home from Felix Sater (a
Russian-born former Trump business associate and convicted felon) and a proRussia Ukrainian legislator.51
President Trump gave senior governmental positions to persons with close
historical ties to Russia. Besides General Flynn, these included Secretary of State
Rex Tillerson, who had been awarded the “Order of Friendship” by Russian
President Putin in 2013, and Secretary of Commerce Wilbur Ross, who owned a
bank in Cyprus that reportedly “caters to wealthy Russians.”52
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Peculiarly, President Trump has repeatedly claimed that none of his advisers have ties
to Russia. For example, on February 16, 2017, Trump stated: “I have nothing to do with
Russia. To the best of my knowledge no person that I deal with does.”53
Potential Legal Violations
This information, in the public record, suggests many possible legal violations.
Depending on the ultimate factual findings, members of the Trump campaign
(including, potentially, Mr. Trump himself) may have violated the Foreign Agents
Registration Act,54 the espionage statutes,55 or other laws.
With respect to election interference, the Federal Election Campaign Act is at
issue. The Federal Election Campaign Act (FECA) was enacted to protect the
republican system of the United States against corruption56 and its democratic selfgovernment against foreign influence.57
On May 4, 2017, Free Speech For People and Campaign for Accountability filed
a complaint with the Federal Election Commission requesting a formal investigation of
Russian government election spending and potential Trump campaign coordination.58
The Federal Election Commission is a bipartisan, independent commission with
extensive investigative powers, including subpoena power for witnesses and
documents, compelling testimony under oath, and requisitioning personnel and
facilities from other federal agencies.59 Despite some limitations, the Federal Election
Commission is an important component of federal investigative efforts into potential
Trump campaign coordination with Russian electoral interference.60
FECA prohibits foreign nationals, including foreign governments, from
spending money to influence federal elections. Under FECA and the Federal Election
53
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Commission’s regulations that implement FECA, it is unlawful for “a foreign national,
directly or indirectly, to make a contribution or donation of money or other thing of
value . . . in connection with a Federal, State, or local election,” or to make an
“expenditure” to influence a federal election.61
Notably, FECA provides a precise legal definition for “coordination” that is
highly relevant to the question of whether and how the Trump campaign may have
coordinated with the Russian government. Under FECA and its regulations, a public
campaign communication is deemed “coordinated” if either of two “conduct standards”
are met. 62 Under the “request or suggestion” conduct standard, a campaign
communication is “coordinated” if (1) the campaign communication is created,
produced, or distributed at the request or suggestion of the candidate or his
committee, or, alternatively, (2) it is created, produced, or distributed at the suggestion
of whoever paid for it, and the candidate or his committee agrees to the suggestion.63
Based on (1) Mr. Trump’s public request for the Russian government to gain
unauthorized access to, and conduct further distribution of, Secretary Clinton’s e-mails,
(2) unexplained communications between a Trump server and a Moscow-based server,
and (3) various undisclosed meetings between Trump campaign advisers and Russian
government officials, there is reason to investigate whether these communications
were coordinated under the “request or suggestion” conduct standard.
Alternatively, under the “former employee or contractor” conduct standard, a
campaign communication is deemed to be “coordinated” if two prongs are met. The
first prong is satisfied if “the communication is paid for by a person, or by the employer
of a person, who was an employee or independent contractor of the candidate who is
clearly identified in the communication, or the candidate’s authorized committee, the
candidate’s opponent, the opponent’s authorized committee, or a political party
committee, during the previous 120 days.” 64 In this case, for a campaign
communication paid for by the Russian government, the question is whether the
Russian government was be “the employer of a person, who was an employee or
independent contractor of [Mr. Trump or his authorized campaign committee] during
the previous 120 days.” In other words, for any given payment for a campaign
61
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communication made by the Russian government, was the Russian government on that
date employing a person [e.g., Manafort, Flynn, Page, etc.] who had worked for Mr.
Trump or his campaign within the past four months? The second prong is satisfied if
the former employee or contractor conveyed useful non-public information to the
Russian government.65 That information need not be classified—it could be as simple
as “[i]nformation about the campaign plans, projects, activities, or needs” of Mr. Trump
or Secretary Clinton.66
If Russian-funded campaign communications were “coordinated” with the
Trump campaign under FECA, then the Trump campaign violated several distinct legal
provisions. 67 Most importantly, FECA prohibits a campaign from coordinating a
communication with a foreign government.68
Conclusion
These charges are extraordinarily serious. The American people are entitled to
a thorough, credible investigation without regard to partisan politics. The future of our
democracy demands no less.
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Any payment for a communication made for the purpose of influencing a federal election that meets the
definition of “coordinated communication” under 11 C.F.R. § 109.21 must be reported as an expenditure by the
candidate whom it was intended to benefit, and is deemed, except in specific circumstances, to be an in-kind
contribution to that candidate. 11 C.F.R. §§ 109.20, 109.21(b)(1)-(2). Any political committee, including a
candidate committee, that receives a contribution (including the value of an in-kind contribution) exceeding $200
must report that receipt. 11 C.F.R. §§ 104.3, 104.8. Similarly, political committees, including candidate
committees, must report expenditures (including expenditures by others that are deemed to be made by the
campaign because they are coordinated) exceeding $200. 11 C.F.R. §§ 104.3, 104.9. Notably, none of these
provisions require, as an element of proof, that the violation altered the ultimate outcome of the election.
68
52 U.S.C. § 30121(a)(2); 11 C.F.R. § 110.20(g).
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