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AFFIDAVIT OF DUNCAN 
BUELL 

AFFIDAVIT OF DUNCAN BUELL 
 
I, Duncan Buell, do hereby say under oath the following: 
 
1. I am of legal age and competent to provide this affidavit.  All the information herein is 

based on my own personal knowledge unless otherwise indicated. 

2. My background, qualifications, and professional affiliations are set forth in my 

curriculum vitae, which is attached as Exhibit A.   

SUMMARY 

3. The ExpressVote voting system currently being used in North Carolina suffers from 

many vulnerabilities that threaten the integrity of elections in the state, including (1) it does not 

produce a voter-verifiable output, (2) it is vulnerable to cyberattacks and hacking, (3) the 
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protocols normally used by county elections offices are not sufficient to prevent successful 

hacking attempts from sophisticated actors, and (4) there is no means by which voters can 

reliably determine whether or not their selections were altered. 

4. Barcode-based voting systems like the ExpressVote are not voter-verifiable because the 

EDUFRGH XVHG IRU WDEXODWLRQ RI YRWHV FDQQRW PHDQLQJIXOO\ EH ³UHDG´ DQG WKXV YHULILHG E\ WKH 

voter.  Voters are no doubt familiar with barcodes used for checkout scanning in retail stores, and 

some of these do have the decoding of the barcode as numbers.  Even if the ExpressVote barcode 

had these numbers (it does not), the numbers would be meaningless to a voter.  The barcode does 

not encode candidate and contest by name, but rather the x-y coordinate position where the 

bubble would be filled in for a hand-marked paper ballot equivalent to the electronic version.  

Even if the barcode had the decoded numbers, voters would not know how to interpret these 

values unless, say, a poster-sized version of every hand-marked equivalent were available on the 

wall of the polling place (this is infeasible at vote centers with hundreds of ballot styles), or some 

version of an x-\ FRRUGLQDWH ³FKHDW VKHHW´ ZHUH SURYLGHG WR HYHU\ YRWHU.    

5. Because the ExpressVote is a computer and the configuration of the ballot for the voter is 

done by a USB drive that is itself a computer, a hacked ExpressVote could change votes as 

represented in the barcode.  The voter would not be able to detect this.  In addition, there is no 

reliable way to distinguish a hacked ExpressVote that changed votes from the occasional 

expected error by the voter in making choices. 

6. Although it is frequently stated that devices like the ExpressVote are not connected to the 

Internet, to someone expert in computer security this is almost certainly false.  The transmission 

of voter registration databases to the counties, the configuration of the ExpressVotes by county 

officials, and the transmission of results to the media and candidates as votes are tabulated leaves 
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RSHQ VHYHUDO SDWKV IRU VXIILFLHQW ³FRQQHFWLRQ´ WR DOORZ remote hacking of the county central 

computers and by extension the ExpressVote computers. 

7. Several studies have shown that the use of voting computers increases waiting time for 

voters.  This means that voters will spend more time in the polling places where they can be 

exposed to Covid-19 infecting other voters.  Although some mitigation can take place by 

sanitizing equipment, this is not a guarantee against infection and it will increase wait time. 

8. I have done extensive analysis of the results presented by the earlier iVotronic voting 

computers and their corresponding Unity software for use at county election headquarters.  My 

analysis shows a great many software flaws that could only have come from a failure by ES&S 

to follow best practices for software design and implementation.  I have seen some output from 

more recent ES&S software that suggests that much of the previous (and flawed) software has 

been incorporated in the newer ElectionWare package to be used at county headquarters for 

configuring elections and for tabulating results using the ExpressVote voting computers.  I see 

no reason to believe that the truly fundamental (that is, sophomore-level-undergraduate) flaws in 

the previous system have been fixed in the newer system, and ES&S has failed to provide 

publicly available information demonstrating that their software now meets a minimal standard 

for quality. 

QUALIFICATIONS AND MATERIALS REVIEWED 

9. I am a professor in the Department of Computer Science and Engineering at the 

University of South Carolina, where I hold the NCR endowed professorship in computer science 

and engineering.   

10. In 1971, I earned a B.S. in mathematics from the University of Arizona.  In 1972, I 

earned an M.A. in mathematics from the University of Michigan.  In 1976, I earned a Ph.D. in 
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mathematics, with an emphasis in number theory, from the University of Illinois at Chicago.  A 

copy of my resume is available on my university website at http://www.cse.sc.edu/duncanbuell.  

11. I have been programming computers for more than 50 years and have been employed as a 

computer scientist since 1977.  My experience includes work with computers, computer 

applications, computer operations, management of large computer networks, including networks 

utilizing the Internet, and in presentation of computing technology solutions to the general 

public. 

12. Prior to moving into my current position, I was employed for just under 15 years, with 

various job titles and duties, at the Supercomputing Research Center, later named the Center for 

Computing Sciences, of the Institute for Defense Analyses (IDA), a Federally Funded Research 

and Development Center supporting the National Security Agency (NSA).  Our primary mission 

at SRC/CCS was to conduct research on high performance computing systems and 

computational mathematics to ensure that those computing systems would be suitable for use by 

NSA, since the NSA workload has technical characteristics different from most high-end 

computations like weather modelling.  While at IDA, I played a leading role in a group that 

received a Meritorious Unit Citation from Director of Central Intelligence George Tenet for what 

ZDV WKHQ ³WKH ODUJHVW VLQJOH FRPSXWDWLRQ HYHU PDGH´ LQ WKH UQLWHG SWDWHV LQWHOOLJHQFH 

community. 

13. Since 2000, I have been a Professor in the Department of Computer Science and 

Engineering at the University of South Carolina.  From 2000 to 2009, I served as Chair of that 

department.  During 2005-2006 I served as Interim Dean of the College of Engineering and 

Information Technology at the University of South Carolina.  In my management capacity as 

deSDUWPHQW FKDLU, P\ GXWLHV DOVR LQFOXGHG PDQDJHPHQW RI WKH FROOHJH¶V LQIRUPDWLRQ WHFKQRORJ\ 
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staff and its network and computer center, which included 9 instructional labs with 

approximately 250 desktop computers.  I was also responsible for management and operation of 

FOXVWHU FRPSXWHUV, ILOH DQG PDLO VHUYHUV, DQG WKH FROOHJH¶V QHWZRUN LQIUDVWUXFWXUH. 

14. In 2013, I was elected a Fellow of the American Association for the Advancement of 

Science.  In 2016, I was appointed to the NCR Chair in Computer Science and Engineering at the 

University of South Carolina. 

15. My current research interests include electronic voting systems, digital humanities, 

computer security, computational number theory, and text analysis.  Over the past 40 years, I 

have published articles in peer-reviewed journals and/or lectured and taught on each of these 

topics. 

16. Since about 2004 I have worked with the League of Women Voters of South Carolina as 

an unpaid consultant on the issue of electronic voting systems.  South Carolina used statewide 

the ES&S iVotronic direct recording electronic (DRE) voting computers and the corresponding 

Unity software.  Beginning in summer 2010, I worked with Frank Heindel, Chip Moore, Eleanor 

Hare, and Barbara Zia on acquisition by FOIA of the election data from the 2010 elections in 

South Carolina and on the analysis of that data.  That work, based on data acquired by FOIA, 

culminated in an academic paper that I presented at the annual USENIX EVT/WOTE (Electronic 

Voting Technology Workshop/Workshop on Trustworthy Elections) conference in August 2011.   

17. My work with the LWVSC has continued.  I have acquired and analyzed the data from 

the 2012, 2014, 2016, and 2018 elections in South Carolina, and I have also analyzed ES&S 

DRE-voting system data in more limited quantities from Colorado, Kansas, North Carolina, 

Pennsylvania, and Texas.   
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18. I have probably done more extensive analysis on ES&S election data than anyone else in 

the world outside of employees of ES&S.  This has come largely because South Carolina has 

declared all the election data to be public record and made it available and because the use state 

wide of a single system has made meaningful and possible a statewide comparison of usage of 

the voting system. 

19. I have conducted research on polling place operations and county-level central tabulation 

operations in South Carolina, which has included assessing wait times and voting times with 

voting computers (like DREs and BMDs).  I have been a poll observer and have watched voter 

behavior and poll workers1 in using both DREs and BMDs. 

20. I was appointed by South Carolina Governor Henry McMaster to the Richland County 

Board of Voter Registration and Elections in the spring of 2019 and continue to serve on that 

board as a commissioner.  In that role I have had the opportunity to be educated about and to 

observe the operation of the ES&S ExpressVote 2.1 voting computers that were acquired in 

summer 2019 for statewide use in South Carolina and which have replaced the iVotronic 

system.2   

21. I have reviewed technical manuals for the ExpressVote computers and the technical 

details of the 2019 (successful) bid by ES&S for the South Carolina statewide purchase of 

ExpressVote computers.  As a member of the Richland County Board of Voter Registration and 

Elections, I have observed elections conducted using ExpressVotes in November 2019 and the 

Presidential Preference Primary in February 2020. 

SIMILARITIES BETWEEN ES&S SYSTEMS 

                                                       
1 SŽƵƚh CaƌŽliŶa ƌefeƌƐ ƚŽ ŵŽƐƚ ƉŽll ǁŽƌkeƌƐ aƐ ͞ƉŽll ŵaŶageƌƐ͟ aŶd ƌefeƌƐ ƚŽ ƚhe ƉeƌƐŽŶ iŶ chaƌge Žf ƉŽlliŶg Ɖlace 
ŽƉeƌaƚiŽŶƐ aƐ a ͞ƉŽll cleƌk͘͟  I ǁill cŽŵbiŶe bŽƚh aŶd ƌefeƌ ƚŽ ƚheŵ ŵŽƌe geŶeƌicallǇ aƐ ͞ƉŽll ǁŽƌkeƌƐ͘͟ 
2 I KDYH QRW, KRZHYHU, EHHQ H[SRVHG WR PDWHULDO PDUNHG DV ³FRQILGHQWLDO´ E\ WKH SRXWK CDUROLQD SWDWH EOHFWLRQ 
Commission. 
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22. There have been several versions of voting systems from ES&S that use some version of 

the ExpressVote hardware and some version of the accompanying software for the ExpressVote, 

for the DS200, DS450, and/or DS850 optical scanners, and for the ElectionWare software used 

at county headquarters for configuring an election for the ExpressVotes and the scanners and for 

tabulating results at the close of an election. 

23. This case concerns version 5.2.4.0 of the system.  This is the version that was EAC 

certified on 5 June 2018, using ElectionWare 4.7.1.1.  There have been eight newer certifications 

since 5.2.4.0 was certified, including three major updates to ElectionWare.  The South Carolina 

system that was originally delivered was version 6.0.2.0, EAC certified October 2018.  Version 

6.0.4.0 was certified 3 May 2019, and Version 6.1.0.0 was certified 24 September 2019.  I am in 

possession of a set of manuals for ExpressVote voting computers and accompanying scanners 

and for ElectionWare version 4.6 (earlier than the North Carolina version being considered), 

dated 2013 and 2014.  I have not had the opportunity to review manuals either for 5.2.4.0 or for 

the version used in South Carolina. 

24. I acknowledge that I have not yet read in detail the manuals for the 5.2.4.0 system that is 

approved for use in North Carolina; I would if it was available to me but it is not available to the 

general public.  However, my understanding from the earlier manuals and from the recent use by 

South Carolina is that very little of the basic software features and capabilities has changed, and 

thus that my knowledge is as up to date as would be needed.  It is virtually unknown in the 

software industry for basic capabilities included in an earlier version to be deleted in an 

intermediate version and then reinstated in a later version.  These kinds of changes are usually 

restricted to human factors issues and not to the fundamental manner in which the software does 

what it is purported to do. 
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25. From a careful reading of the earlier (ElectionWare 4.6) manuals as well as the specifics 

of the bid to South Carolina, it does not appear that there is any reason to believe that major 

changes in the software have occurred, and thus that the 5.2.4.0 version for North Carolina 

differs very little from the manuals I have read or from the system I have experience in 

observing.  The substantive change with Version 6.1.0.0 is to run on a Windows 10 operating 

system rather than on Windows 7 that has been declared obsolete by Microsoft, but this is 

unlikely to have involved major changes to the functionality of the programs. 

BARCODES ARE NOT VOTER-VERIFIABLE 

26. A primary problem with barcode-EDVHG BMDV LV WKDW WKH\ DUH QRW ³YRWHU-YHULILDEOH´.  The 

ZRUG ³YHULILDEOH´, LQ DQ\ GLFWLRQDU\ XVDJH, PHDQV WKDW D SHUVRQ (LQ WKLV FDVH, WKH YRWHU) FDQ 

GHWHUPLQH WKH WUXWK RI, RU SURYH WKH WUXWK RI, WKDW ZKLFK LV ³YHULILHG´.  Certainly it is possible for a 

YRWHU WR ³YHULI\´ WKH WUXWK RI WKH WH[W RI KHU FKRLFHV as printed on the ballot card.  However, that 

text may or may not be connected to the tabulation of her vote by the election system. 

27. What is encoded in the barcodes for the ExpressVote system is not the candidate-contest 

pair for which candidate should get a vote for which contest.  Rather, what is encoded are the x-y 

coordinates on what would be the position of the fill-in bubble for that candidate, for that contest, 

on a hand-markable paper ballot that the voter would have received if she had asked for a paper 

mail-in absentee ballot.  Even if the voter were able to decode the barcode, the barcode 

information would be useless in determining for whom she was voting unless she had access to 

the x-y coordinates from the hand-markable version of the ballot. 

28. The barcodes are, therefore, ³UHDGDEOH´ E\ D YRWHU, EXW QRW ³YHULILDEOH´  by a voter, 

without a complete presentation of the paper version of that ballot style for that voter.  In 

SUDFWLFH, WKDW ZLOO QHYHU KDSSHQ, DQG WKXV WKH EDUFRGHV ZLOO QHYHU EH ³YHULILDEOH´ E\ D YRWHU.  This 
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is, and should be, sufficient reason to reject a barcode-based voting system for any jurisdiction 

WKDW FODLPV WKDW YRWHUV FDQ ³YHULI\´ WKHLU EDOORW VHOHFWLRQV. 

29. An additional problem with barcode-based systems is that the summary text that is 

provided to the voter indicates only the selections made by the voter, not the entire list of options 

that were available to the voter.  This can be especially problematic for textual items like 

FRQVWLWXWLRQDO DPHQGPHQWV, EHFDXVH DOO WKDW LV GLVSOD\HG LV ³\HV´ RU ³QR´. 

BARCODES CAN BE HACKED, AND VOTERS CANNOT DETECT HACKING 

30. A second problem with BMDs using barcodes, and with most BMDs in general, 

including the ExpressVote, is that individual voters will have no basis on which to declare that 

DQ ³HUURU´ KDV EHHQ PDGH E\ WKH BMD DQG QRW E\ WKH YRWHU KHUVHOI.  As has been made clear by 

Stark [Stark 2019], WKHUH LV QR UHOLDEOH ZD\ WR GHWHFW KDFNHG BMDV.  ³EUURUV´ LQ WKH EDOORW FDUGV 

would be noticed anecdotally by voters, but no test could exist that errors were not voter errors 

instead of malware in the BMD.  The only reliable test that BMDs were performing correctly is 

second-SDUW\ REVHUYDWLRQ RI DFWXDO FDVW YRWHV, DQG WKDW YLRODWHV WKH YRWHU¶V ULJKW WR DQRQ\PLW\. 

31. Detection of hacking is also hampered by the fact that most voters do not check the 

printed ballot card.  As has been observed by DeMillo, Kadel, and Marks [DeMillo 2018], and 

tested as an experiment by Bernhard et al. [Bernhard 2020], voters do not check the card, even 

when they are encouraged to check the card.  The experiment by Bernhard et al. also showed that 

YRWHUV UHSRUWHG RQO\ D VPDOO IUDFWLRQ RI WKH WRWDO QXPEHU RI ³HUURUV´ RQ WKH SULQWHG EDOORW FDUG. 

Finally, we remark that there is with the ExpreVVVRWH QR SHUPDQHQW UHFRUG RI WKH YRWHU¶V LQWHQW; 

the image presented on the screen and what the voter views, with boxes checked by the voter, is 

ephemeral and disappears completely.   
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32. A major consideration with regard to hacking is that software can be configured to hide 

the existence of hacking, especially in a situation in which not all the results need to be 

corrupted.  It would be easy (and expected) that malware in the ExpressVote that would record 

votes other than what the voter saw on the screen would do so only some of the time, at random, 

in the small quantity that would change the outcome of an election expected to be close. 

33. The assumption that hacking would be likely is not mere speculation.  The Department of 

Homeland Security and the Federal Bureau of Investigation released a joint bulletin in 2019 

announcing their determination that Russa had done reconnaissance and hacking efforts against 

VWDWH HOHFWLRQ QHWZRUNV, LQFOXGLQJ WKDW RI NRUWK CDUROLQD, LQ 2016.  TKH ³MXHOOHU RHSRUW´ 

described the capability and efforts of Russia to interfere in the 2016 election, and there are 

RQJRLQJ UHSRUWV WKDW LQWHUIHUHQFH LV SODQQHG IRU NRYHPEHU 2020.  AV RQH RI WKH ³EDWWOHJURXQG´ 

states, North Carolina should expect to be attacked. 

34. Hacking an ExpressVote-based election system, if done by skilled adversaries, would be 

virtually impossible to detect.  The best of malware designers know how to insert the malware, 

SHUIRUP WKH VXEYHUVLRQ RI WKH FRPSXWDWLRQ, DQG WKHQ HUDVH DOO UHFRUG RI WKH PDOZDUH¶V EHLQJ LQ 

the system.  Indeed, in virtually all the hacks of existing election equipment, the ability to 

UHPRYH DOO WUDFH RI WKH PDOZDUH¶V KDYLQJ EHHQ LQ SODFH KDV EHHQ D URXWLQH SDUW RI WKH KDFN.  TKLV 

is especially insidious in technology use in an election, because there is no externally-available 

ground truth against which to corroborate the results obtained from the computers.  

Notwithstanding pre-election and election-day polling bringing results into question, the actual 

results of an election are only and exactly what is tabulated after the polls close. 

35. A security review by ATSEC, an information security company, for the state of 

California, found a number of vulnerabilities in version 5.2.1.0 of the ES&S voting system.  A 
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number of these vulnerabilities were, in my opinion, quite egregious, things that I would not 

have permitted undergraduate computer science students to do without being marked down.  

They include hard-coded passwords, a failure to update the code with security patches, a failure 

to use full disk encryption or to encrypt the files on the removable USB drives, and the use of 

default configurations. 

36. These are routine security problems that are usually observed in conducting a post-

mortem after a hack or a breach.  They are problems that we teach undergraduates to address if 

they wish to be considered knowledgeable in computer security.  Although the ATSEC review 

for California was of a slightly earlier version (5.2.1.0 and not 5.2.4.0), at the very least the 

5.2.4.0 version should not be adopted without a detailed demonstration that all these 

vulnerabilities have been removed in the version that North Carolina would plan to adopt. 

VOTING SYSTEMS THAT USE THE EXPRESSVOTE ARE OFTEN CONNECTED TO 
THE INTERNET 

 
37. Election officials, including those at the state and county level in South Carolina, often 

state that voting systems like the ExpressVote cannot be hacked because they are never 

connected to the Internet.  Although it is narrowly true that the ExpressVotes are not directly 

connected to the Internet, in the sense that a desktop computer has a wired connection or a laptop 

KDV D ZLUHOHVV FRQQHFWLRQ, WKDW LV QRW WKH RQO\ ³FRQQHFWLRQ´ WKDW LV D FRQFHUQ.  TKH IROORZLQJ LV D 

description RI ZD\V LQ ZKLFK D FRXQW\¶V E[SUHVVVRWH FRPSXWHUV RU WKH RSWLFDO VFDQQHUV could be 

indirectly connected to the Internet and are thus subject to hacking and malware.   

38. In each case, although these could be argued to be hypothetical,  the indirect connection 

would seem to be the most natural thing for election officials to do, and thus the burden of proof 

would lie on the election officials to demonstrate conclusively the absence of that indirect 

connection.  The potential for this kind of indirect connection was sufficiently significant that it 
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was specifically warned against in tKH NDWLRQDO AFDGHPLHV¶ UHSRUW (SDJH 87):  ³MDOZDUH LV QRW 

HDVLO\ GHWHFWHG.  IW FDQ EH LQWURGXFHG LQWR V\VWHPV YLD « UHPRYDEOH PHGLD ZLWK EDOORW GHILQLWLRQ 

ILOHV «´.  

39. Internet connection capabilities exist in Texas counties using the ExpressVote.  The 

agreement between Travis County, Texas, and ES&S, filed for the record on 7 August 2018, for 

version 5.2.2.0, includes a diagram dated 5 December 2017 of the election system connected to 

the Internet for reporting of results.  A similar agreement for the state of Michigan, effective date 

1 March 2017, lists prices for landline and wireless modems for the DS200 scanners.  Internet 

connection capability would seem to be a standard part of the ES&S offering. 

40. It is routine in many states for the statewide voter registration database to have an online 

version of the database.  This permits voters to enter their personal information and verify the 

polling place and upcoming ballot choices, among other things.  It is routine, and done in South 

Carolina, and almost certainly true in any state that does not have same-day registration, that the 

FRXQW\¶V XS-to-date voter registration database is transmitted from the state office to the county 

only just prior to an election.  That county database is then loaded at county headquarters, by 

county staff, onto electronic pollbooks for use in precinct polling places.   

41. This provides the first opportunity for indirect connection to the Internet.  The county 

database is certain to be transmitted electronically.  If this transmission comes from a pristine 

copy of the state database, from a computer kept offline an updated only through very strict 

protocols to prevent infection, and if this transmission were done on one-time media (like 

CD/DVD disks), then this would not be a connection to the Internet. 
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42. If, however, the transmission is made from a database that is kept online, even with 

security practices in place, then the data delivered to the county does come as an Internet 

FRQQHFWLRQ, DQG WKH FODLP RI ³QRW FRQQHFWHG´ LV RQO\ DV JRRG as the security practices in place. 

43. The second vulnerability comes in configuring the scanners, ExpressVotes, and e-

pollbooks at county headquarters.  This is a substantial task in a large county.  In my own 

county, Richland, with about 265,000 registered voters, we will configure about one thousand 

ExpressVotes and more than150 scanners and e-pollbooks for each of the 149 precincts and 

satellite voting locations, with about 100 different ballot styles requiring individual 

configurations3,4 .  The scale of this is not much different from what I have been told in 

discussions with officials in Memphis, Tennessee, in Colorado, and in Birmingham, Alabama.   

44. Configuration in any large county cannot be done manually, and thus the configuration of 

ballot styles for the ExpressVotes (or for any BMD from any vendor) is done from a computer at 

county headquarters, using USB memory drives for at least the ExpressVotes and the scanners.  

If the computer doing the configuration has ever been connected (directly or indirectly) to the 

Internet, then malware could exist that could propagate to a hacked configuration of the 

ExpressVotes or the scanners, or both.  If this is the computer that has received the voter 

registration database in a manner that connects that database indirectly to the Internet, then in 

IDFW WKH FRXQW\¶V FHQWUDO FRPSXWHU KDV EHHQ FRQQHFWHG WR WKH IQWHUQHW. 

45. ES&S asserts in its documentation that the neither the ExpressVote nor the scanner stores 

any information.  They presumably function as computers with built-in programs but that use the 

USB drives as their only memory for retrieving configuration (ballot styles, and such) and 

                                                       
3 We ƵƐe ƚhe ƚeƌŵ ͞Ɛaƚelliƚe lŽcaƚiŽŶ͟ iŶƐƚead Žf ƚhe ŵŽƌe cŽŵŵŽŶ ƚeƌŵ ͞ǀŽƚe ceŶƚeƌ͘͟ 
4 The South Carolina e-pollbooks are a version local to the state.  Only one e-pollbook in a precinct will have the 
database, and the others will connect with a wired connection.  Other pollbook systems might require the 
database on each pollbook, which would double or triple the number of installations. 
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storing event logs and results.  That is, all the memory for data storage for the ExpressVotes and 

the scanners is part of the memory of the USB drives, not internal to the ExpressVotes or the 

scanners.  This means that it is absolutely critical that the USB drives have never been connected 

to a computer that has been connected to the Internet, and thus critical that the computer that 

loads the configuration data onto the USB drives has never been connected to the Internet.  The 

storage of votes and results is done only on the USB drives, and that storage is controlled by 

software on the USB drives themselves, so it is crucial that the programs on the USB drives that 

control what results are stored have not been tampered with. 

46. The third major vulnerability regarding connection to the Internet comes after polls are 

closed and results are being tabulated.  In the system I have witnessed in Richland County, the 

USB drives from the scanners (which contain the results from each precinct) and from the 

ExpressVotes are plugged into the central tabulation computer (which is the same computer that 

configured the USB drives prior to the election), and the results data from the USB drives is 

uploaded for central tabulation.  This permits county-wide results to be accumulated.   

47. The agreements between ES&S and Travis County, Texas, and the state of Michigan, 

include the ability for a second USB drive from the scanners to be used to upload data through 

the Internet for reporting to the media, candidates, and the state headquarters.  That 

configuration, as presented in the ES&S agreements, requires doubling the number of computers 

at county headquarters from two (one, plus a backup) to four (one and a backup not connected to 

the Internet, and one and a backup connected to the Internet).  This does not seem to be the 

normal mode of operations, even for a moderately large county such as Richland. 

48. The vulnerability exists because candidates and the media want results throughout 

Election Night, in real time, so the partial results are produced at intervals for the public.  Were I 
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to design a process for this, I would have the (unconnected) computer write those results to a 

CD/DVD disk to be taken to a computer connected to the Internet for upload and public viewing.  

I would then shred the disk, and I would use a new disk for the next upload and display to the 

public. 

49. This one-way transmission of results (from an unconnected computer to a connected 

computer) is not what seems to be normal in many jurisdictions across the country.  What seems 

to be more normal is that transmission is made not with a one-time CD/DVD disk, but using yet 

DQRWKHU USB GULYH WKDW LV WKHQ EURXJKW EDFN IURP WKH FRQQHFWHG FRPSXWHU WR WKH ³XQFRQQHFWHG´ 

computer. 

50. As mentioned above, it is exactly this insecure indirect connection to the Internet that was 

specifically warned against in the report from the National Academies of Science, Engineering, 

and Medicine [National Academies 2018].  USB drives are in fact tiny computers, which can be 

programmed and reprogrammed and whose programming (not the data they record, but the 

program that records the data) can be infected with malware. 

51. These connections, either direct or indirect, can also lead to compromise, corruption, or 

hacking, from both vendor and third-party insiders, or through vendor or third-party insiders with 

internet connections to the election system, and there is ample evidence that third-party 

contractors are given remote (internet) access to the election system.  This was learned recently 

in Georgia as part of the Curling litigation.  There are records of last-minute connections to the 

Durham County (NC) voter registration system prior to the 2016 election.  Going further back to 

VHQDQJR CRXQW\ (PA), WKH HOHFWLRQ RIILFH¶V IT VWDII SHUVRQ ZDV RQO\ SDUW-time with elections and 

administered the election software system from a remote connection from his regular job. 
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52. Two remarks are in order.  The first is that there is a very broad attack surface for an 

election.  The movement of data from a state database to county-level computers to hundreds of 

scanners, ExpressVotes, and e-pollbooks leaves open any number of places where naivete about 

computer security or simply complacency or carelessness would provide a path for malware to 

enter the process.   

53. Second, security for HOHFWLRQV LV VXEMHFW WR ZKDW LV NQRZQ DV WKH ³ZDWHULQJ KROH´ 

phenomenon.  The opportunity for corrupting an election happens at very obvious times, in the 

run-up to the election itself.  The election configuration must be finalized by 45 days prior to 

Election Day in order to meet UOCAVA requirements.  Voting computers and ballot styles must 

be configured prior to the beginning of absentee balloting.  Tabulation of results is prepared for 

in the days prior to Election Day.  Those who would corrupt elections do not need to be 

constantly FKDQJLQJ WKLQJV LQVLGH WKH ³XQFRQQHFWHG´ FRPSXWHU.  TKH\ QHHG RQO\ EH DEOH WR JDLQ 

access, leave their ability dormant, and then use that access at the appropriate times to corrupt an 

election. 

VOTING ON THE EXPRESSVOTE IN THE COVID-19 ERA 

54. There have been concerns raised around the country about whether elections held in 

person are going to be safe or whether they will lead to significant spikes in Covid-19 infections.  

This is, and should be, a great concern to voters and to election officials and the poll workers 

who would be serving during an election.   

55. Safety is a concern both for the voters and for election officials and poll workers, as I 

have recently observed in the 9 June 2020 primary in Richland County and elsewhere in the 

state.  All jurisdictions I have talked with had trouble getting enough poll workers.  In Richland 

County, we had just over half as many poll clerks and poll managers as we should have had 
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(based on state law).  We combined precincts into polling places, and we observed all the 

problems one could predict when too many voters are voting at a single location with 

insufficiently many poll workers and hardware resources. 

56. A major health concern should be simply the time that voters will spend at the polling 

place in close quarters with a large number of other voters.  It has been documented that 

jurisdictions that use voting computers suffer from longer lines than do jurisdictions using hand 

marked paper ballots [Stewart 2009, Stewart 2015].  This is in part due to the fact that expanding 

capability for voters casting ballots in parallel with other voters requires only more private table 

space with when voters vote on hand marked paper.  Expanding capability using voting 

computers is expensive and cannot/will not be done as needed during Election Day.  Funding of 

elections being what it is, one finds it rare that jurisdictions buy more than the minimum number 

of computers needed. 

57. An additional contribution to longer lines is the basic setup time for using a voting 

computer like the ExpressVote.  With hand marked paper, a voter is given the appropriate ballot 

and is then free to vote, no further intervention or assistance by poll workers is needed.  With the 

ExpressVote and scanners, there is an automatic delay for each voter of about six seconds for 

insertion of the ballot card, and a delay of about the same length for extracting the ballot card.  

Unless there are e-pollbooks in use that print the ballot style barcode at the top of the ballot card 

when the voter checks in, there is an additional delay while the poll worker selects the right 

ballot style.   

58. In Richland County, for absentee voting (resembling a North Carolina vote center), with 

149 different precincts, I measured in a November 2019 election and the February 2020 

Presidential Preference Primary this selection time at about eight seconds, and in both cases, 
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there seemed to be only one ballot style in my precinct, which should have made selection very 

simple.  That setup time would be longer for vote centers (as are used extensively in North 

Carolina) and in general elections when precincts could have multiple ballot styles. 

59. Longer lines therefore, especially with six-foot distancing required, will mean voters 

spend more time waiting to vote and thus more time in a position to become infected by others. 

60. Perhaps a greater concern is that of sanitizing the election equipment itself.  It has been 

determined that ExpressVote computers will work if one uses a Q-WLS WR ³SUHVV´ WKH YLUWXDO 

buttons; an actual finger touch is not necessary.  This would permit an inexpensive way to 

diminish Covid-19 virus buildup on the screens.  But this in itself is not a guarantee that the 

screens would not accumulate virus.  One could expect poll workers to be careful and consistent, 

but it is unlikely that all voters would be equally so.  Although a Q-tip could be used to obviate 

the need for finger touch, a Q-tip that was handled by the voter while waiting in line will easily 

pick up virus fURP WKH YRWHU¶V KDQG DQG WUDQVIHU LW WR WKH VFUHHQ. 

61. I have been told that the ES&S document dated March 2020 is still the official document 

from the vendor regarding cleaning and disinfecting the ExpressVotes, and this document is 

inadequate. The instructions are lightly to dampen a soft cloth with isopropyl alcohol, and then to 

wipe the screen gently.  The guidance specifically warns against using too much fluid or harsher 

disinfecting chemicals.  Taken together, I read it as reasonable guidance for maintaining clean 

voting equipment under normal circumstances, but really quite weak in the present situation with 

Covid-19. 

SOFTWARE IS HARD TO GET RIGHT, AND 
QUESTIONS ABOUT ES&S SOFTWARE QUALITY ARE LEGITIMATE 
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62. AOWKRXJK WKH XVXDO WHUP LV ³YRWLQJ PDFKLQH´, WKH SURSHU WHUP WKDW VKRXOG EH XVHG IRU 

GHYLFHV OLNH WKH ES&S E[SUHVVVRWH LV ³YRWLQJ FRPSXWHU´.  TKHVH DUH QRW PHFKDQLFDO GHYLFHV OLNH 

the lever machines of past elections; these are computers running third party operating systems 

(Windows Embedded in the case of the ExpressVotes delivered to South Carolina), with internal 

memory that stores vendor-written programs, and software that accesses data and configuration 

information from external USB storage devices that are plugged into the ExpressVote via 

standard USB interfaces. 

63. The ES&S ExpressVote is a computer, just as the previous hardware offering from 

ES&S, the iVotronic, was a computer, and it needs to be treated as such.  They are different 

computers, but they are still both computers, with all the caveats and flaws that come with 

computers running software.  The central tabulation computer running ElectionWare is also a 

computer, running third party software as well as ES&S-developed software.  The EVEREST 

report done for the state of Ohio, released in December 2007, stated that the iVotronic system 

(identical to what was used in South Carolina), including the Unity central tabulation, 

configuration, and report software, had more than 500 thousand lines of code, written in nine 

different programming languages, running on multiple hardware platforms.  This was a 

complicated computer system.   

64. The ExpressVote and ElectionWare system is unlikely to be any simpler than the 

iVotronic, since it must accommodate the ExpressVote 2.1 either in BMD-only or in BMD-and-

tabulation mode, the DS200 optical scanners used in precincts use the Linux operating system, 

the DS450 scanners usually used in larger jurisdictions, and ElectionWare running on a 

Windows computer. 



20 
 

65. Although much of the ElectionWare software, as well as the software running in the 

ExpressVote, the DS200 scanner, and the DS450 scanner is likely rewritten, questions should 

continue about the quality of the ES&S software and the ability to determine what problems have 

occurred, should problems or challenges to results occur.   

66. I have analyzed the event logs from the DS200 and the DS450 scanners used in Richland 

County in the 9 June 2020 statewide primary election.  Although all my prior experience with 

ES&S event logs has included their use of codes for events, none of the DS450 events, produced 

as part of scanning absentee-by-mail ballots, have codes.  All the codes in that data are simply 

³UQGHILQHG´.  Although this in and of itself might not be a problem, it would at the very least 

make it more difficult to audit the results from the DS450, and what it really suggests is that 

either through design or carelessness, a substantial step backward was taken with the DS450 in 

writing software that tracks the computation performed.  A robust and clear recording of events, 

with codes, is necessary in order to understand and have confidence that the software modules 

through which the computation proceeded are exactly as they should be, with no modifications 

from the code provided by the vendor and checked for veracity prior to use. I find it also 

disconcerting that one of the scanners used was alleged to have serial number 000000000.  I 

acknowledge that the nature of conducting elections makes it imperative that the equipment 

function in the distributed locations (the precincts) on Election Day, even if they have been 

misconfigured, but the inability to audit data suggests a lack of high-quality software practices.  

67. More insidious in the ES&S software, and indicative of a failure to observe standard best 

practices in software development, is the apparent possibility for the list of contests as seen by 

the tabulation computer at county headquarters to be different from the list as seen on the 

ExpressVote in the polling place.   
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68. This apparently is the problem that occurred in Northampton County, Pennsylvania, in its 

2019 election.  A change in the manner in which candidates were presented to voters was present 

in the ExpressVote XL, and an informational box was present on the ExpressVote screen 

explaining the change.  Because tabulation takes place based on x-y coordinates, and 

(apparently) because the presentation on the ExpressVote was done with different software than 

ZDV WKH SUHVHQWDWLRQ RQ WKH FHQWUDO WDEXODWLRQ FRPSXWHU, RQH FDQGLGDWH¶V YRWHV ZHUH HQWLUHO\ 

tabulated for the informational box seen by the voters.  This is doubly a flaw in software design.  

It is a fundamental rule of software design not to write two blocks of code to do the same thing 

(because they will diverge at some point and cause errors), and yet this can only be the cause of 

this error.   

69. The fact that it is possible to have one version of the ballot in the ExpressVote and one 

version in the central tabulation computer indicates bad software design.  This problem was 

mentioned in the EVEREST report.  There are obviously two different software modules that 

configure the ballots, one for the ExpressVote and one for the central computer.  This should not 

happen for exactly the reason seen in this error, that the two modules can produce conflicting or 

different output.  There should be one software module that creates configuration data in two 

places. 

70. These matters of software design are not arcane.  Writing good software is difficult.  

Programmers tend to write code as if things will always work.  Software should, however, be 

written as if the assumption was that it would never work.  These are messages I present 

routinely to sophomore undergraduates in the third-semester course I have taught perhaps ten 

WLPHV, D FRXUVH I RQO\ SDUWO\ KXPRURXVO\ UHIHU WR DV ³OHDUQLQJ WR SURJUDP OLNH DQ DGXOW´.  TKH IDFW 

that I have observed errors in the ES&S software for which I would deduct points if they 
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