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686$1�*5((1+$/*+�GHFODUHV�WKH�IROORZLQJ�WR�EH�WUXH�DQG�FRUUHFW�XQGHU�SHQDOW\�RI�

SHUMXU\��SXUVXDQW�WR����8�6�&����������

��� ,�DP�WKH�VHQLRU�DGYLVRU�IRU�HOHFWLRQ�VHFXULW\�WR�)UHH�6SHHFK�)RU�3HRSOH��D�QRQ�

SDUWLVDQ��QRW�IRU�SURILW����F��RUJDQL]DWLRQ�FRPPLWWHG�WR�SURWHFWLQJ�GHPRFUDF\�IRU�

DOO�WKH�SHRSOH���

��� ,�DP�RI�OHJDO�DJH�DQG�FRPSHWHQW�WR�SURYLGH�WKLV�DIILGDYLW���$OO�WKH�LQIRUPDWLRQ�

KHUHLQ�LV�EDVHG�RQ�P\�RZQ�SHUVRQDO�NQRZOHGJH�XQOHVV�RWKHUZLVH�LQGLFDWHG��

��� ,�KDYH�VWXGLHG�DQG�ZRUNHG�LQ�WKH�DUHD�RI�HOHFWLRQ�VHFXULW\�DQG�HOHFWLRQ�WHFKQRORJ\�

IRU�RYHU����\HDUV����

��� ,�KDYH�UHVHDUFKHG�SROLFLHV��SURFHGXUHV�DQG�ODZV�UHJDUGLQJ�WKH�HOHFWURQLF�UHWXUQ�RI�

YRWHG�EDOORWV�H[WHQVLYHO\�IURP������WR�WKH�SUHVHQW��,�KDYH�EHHQ�LQYLWHG�WR�VSHDN�RQ�

LQWHUQHW�YRWLQJ�DW�WKH�,QWHUQDWLRQDO�$VVRFLDWLRQ�RI�*RYHUQPHQW�2IILFLDOV��WKH�0LG�

:HVW�(OHFWLRQ�2IILFLDOV¶�FRQIHUHQFHV�DQG�DW�PXOWLSOH�FRQIHUHQFHV�IRU�WKH�(OHFWLRQ�

9HULILFDWLRQ�1HWZRUN��,�KDYH�EHHQ�LQYLWHG�WR�EULHI�FRQJUHVVLRQDO�VWDIIHUV�LQ�ERWK�

WKH�8��6��+RXVH�DQG�6HQDWH�RQ�LQWHUQHW�YRWLQJ����
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��� ,Q�������,�ZDV�WKH�SULPDU\�DXWKRU�RI�WKH�UHSRUW�³(PDLO�DQG�,QWHUQHW�9RWLQJ��7KH�

2YHUORRNHG�7KUHDW�WR�(OHFWLRQ�6HFXULW\�´�ZKLFK�ZDV�FR�DXWKRUHG�E\�-HUHP\�

(SVWHLQ�RI�WKH�$VVRFLDWLRQ�IRU�&RPSXWLQJ�0DFKLQHU\��8�6��7HFKQRORJ\�3ROLF\�

&RPPLWWHH��3DXO�5RVHQ]ZHLJ�RI�WKH�5�6WUHHW�,QVWLWXWH�DQG�6XVDQQDK�*RRGPDQ�RI�

WKH�&RPPRQ�&DXVH�(GXFDWLRQ�)XQG���,�SUHVHQWHG�WKLV�SDSHU�WR�WKH�6WDWH�(OHFWLRQ�

2IILFLDOV¶�7HVWLQJ�DQG�&HUWLILFDWLRQ�&RQIHUHQFH�LQ��������

��� ,Q�������,�ZDV�WKH�SULPDU\�DXWKRU�RI�WKH�ZKLWH�SDSHU�³/HYHUDJLQJ�(OHFWURQLF�

%DOORWLQJ�2SWLRQV�6DIHO\�DQG�6HFXUHO\�'XULQJ�WKH�&29,'����3DQGHPLF�´��ZLWK�

'U��6WHYH�1HZHOO�RI�WKH�$PHULFDQ�$VVRFLDWLRQ�IRU�WKH�$GYDQFHPHQW�RI�6FLHQFHV¶�

&HQWHU�IRU�(YLGHQFH�LQ�3XEOLF�,VVXHV��:H�SUHVHQWHG�WKLV�SDSHU�DW�WKH�6WDWH�(OHFWLRQ�

2IILFLDOV¶�7HVWLQJ�DQG�&HUWLILFDWLRQ�&RQIHUHQFH�DQG�WKH�'()�&21�FRPSXWHU�

VHFXULW\�FRQIHUHQFH�WKLV�VXPPHU���

��� ,�VXEPLW�WKLV�'HFODUDWLRQ�LQ�RSSRVLWLRQ�WR�WKH�SODLQWLIIV¶�PRWLRQ�IRU�D�SUHOLPLQDU\�

LQMXQFWLRQ�WKDW�ZRXOG�UHTXLUH�HOHFWLRQ�RIILFLDOV�RI�VHYHQ�VWDWHV�WR�³DFFHSW�YRWHG�

EDOORWV�IURP�RYHUVHDV�YRWHUV�WKDW�DUH�VHQW�YLD�HPDLO�RU�IDFVLPLOH�WR�WKH�ORFDO�

HOHFWLRQ�RIILFH��ZKHWKHU�GLUHFWO\�RU�WKURXJK�'R'�)D[��´���

��� 3ODLQWLIIV¶�FRPSODLQW�VXIIHUV�IURP�VHYHUDO�HUURQHRXV�FRQFOXVLRQV�DQG�DVVXPSWLRQV�

GHULYHG�IURP�D�ODFN�RI�KLVWRULFDO�DQG�IDFWXDO�FRQWH[W�UHJDUGLQJ�LQWHUQHW�YRWLQJ�LQ�

WKH�8QLWHG�6WDWHV���

&RQJUHVVLRQDO�UHFRUG�RQ�LQWHUQHW�YRWLQJ�

��� ,Q�HIIHFW��SODLQWLIIV�DUH�DVNLQJ�WKLV�&RXUW�WR�GR�ZKDW�&RQJUHVV�KDV�UHIXVHG�WR�

SXUVXH�RU�UHTXLUH���

�
1 Available at: https://www.acm.org/binaries/content/assets/public-policy/jtreportemailinternetvoting.pdf 
2 Available at: https://freespeechforpeople.org/wp-content/uploads/2020/06/rabm.white_.paper_.6.23.20.pdf�
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���� 3ODLQWLIIV¶�FRPSODLQW�LV�EDVHG�RQ�WKH�IODZHG�DVVXPSWLRQ�WKDW�YRWHG�EDOORWV�FDQ�EH�

UHWXUQHG�VHFXUHO\�DQG�UHOLDEO\��DQG�VXJJHVWV�WKDW�E\�GHGLFDWLQJ�VXIILFLHQW�

JRYHUQPHQW�UHVRXUFHV�WR�WKLV�SUREOHP�LW�FRXOG�EH�VROYHG�HDVLO\��%XW�3ODLQWLIIV¶�

FRPSODLQW�DSSHDUV�LJQRUDQW�RI�RYHU�WZR�GHFDGHV�RI�UHVHDUFK�DQG�RYHU�D������

PLOOLRQ�VSHQW�E\�IHGHUDO�DQG�VWDWH�JRYHUQPHQWV�LQ�VHDUFK�RI�VHFXUH�RQOLQH�EDOORW�

UHWXUQ�PHWKRGV��DQG�WKH�IHGHUDO�JRYHUQPHQW¶V�XOWLPDWH�GHFLVLRQ�WR�DEDQGRQ�DQ�

HIIRUW�WR�GHYHORS�DQ�RQOLQH�YRWLQJ�V\VWHP�IRU�PLOLWDU\�DQG�RYHUVHDV�YRWHUV�EHFDXVH�

RI�RYHUZKHOPLQJ�HYLGHQFH�WKDW�LW�FRXOG�QRW�EH�GRQH�VHFXUHO\���

���� ,Q�������LQ�WKH�1DWLRQDO�'HIHQVH�$XWKRUL]DWLRQ�$FW��1'$$��&RQJUHVV�GLUHFWHG�

WKH�'HSDUWPHQW�RI�'HIHQVH��'2'���WKURXJK�LWV�DJHQF\�WKH�)HGHUDO�9RWLQJ�

$VVLVWDQFH�3URJUDP��)9$3���WR�GHYHORS�DQ�RQOLQH�EDOORW�UHWXUQ�V\VWHP�IRU�

PLOLWDU\�DQG�RYHUVHDV�YRWHUV�����

���� $�V\VWHP�ZDV�GHYHORSHG�DW�WKH�GLUHFWLRQ�RI�WKH�)9$3��WHUPHG�WKH�6HFXUH�

(OHFWURQLF�9RWLQJ�DQG�5HJLVWUDWLRQ�([SHULPHQW��6(59(���DLPHG�WR�EH�GHSOR\HG�

LQ�WKH������JHQHUDO�HOHFWLRQV���

���� $W�WKH�UHTXHVW�RI�WKH�'2'��VHFXULW\�UHVHDUFKHUV�H[DPLQHG�WKH�VHFXULW\�RI�WKH�

6(59(�V\VWHP�DQG�IRXQG�WKDW�LW�FRXOG�QRW�UHOLDEO\�VHFXUH�EDOORWV�FDVW�RYHU�WKH�

LQWHUQHW��5HVHDUFKHUV�FRQFOXGHG�WKDW�WKH�LQVXUPRXQWDEOH�FKDOOHQJH�WR�VHFXULQJ�DQ�

RQOLQH�YRWLQJ�V\VWHP�OLHV�LQ�WKH�IXQGDPHQWDOO\�LQVHFXUH�QDWXUH�RI�WKH�LQWHUQHW��

ZULWLQJ��

³:H�GR�QRW�EHOLHYH�WKDW�D�GLIIHUHQWO\�FRQVWLWXWHG�SURMHFW�FRXOG�GR�DQ\�
EHWWHU�MRE�WKDQ�WKH�FXUUHQW�WHDP��7KH�UHDO�EDUULHU�WR�VXFFHVV�LV�QRW�D�ODFN�
RI�YLVLRQ��VNLOO��UHVRXUFHV��RU�GHGLFDWLRQ��LW�LV�WKH�IDFW�WKDW��JLYHQ�WKH�
FXUUHQW�,QWHUQHW�DQG�3&�VHFXULW\�WHFKQRORJ\��WKH�)9$3�KDV�WDNHQ�RQ�DQ�

�
3 Public Law 107-107 National Defense Authorization Act 2002. 115 Stat 1052  
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HVVHQWLDOO\�LPSRVVLEOH�WDVN�´��
�

���� �,Q�-DQXDU\�RI�������'HSXW\�6HFUHWDU\�RI�'HIHQVH�3DXO�:ROIRZLW]�FDQFHOOHG�WKH�SURMHFW�

EDVHG�RQ�WKH�FRQFOXVLRQ�WKDW�WKH�V\VWHP�FRXOG�QRW�HQVXUH�WKH�OHJLWLPDF\�RI�EDOORWV�FDVW�

RYHU�WKH�LQWHUQHW���

���� ,Q�UHVSRQVH��LQ������&RQJUHVV�DPHQGHG�LWV�GLUHFWLYH�LQ�WKH�1'$$�DQG�WDVNHG�WKH�8�6��

(OHFWLRQ�$VVLVWDQFH�&RPPLVVLRQ��($&��DQG�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�

7HFKQRORJ\��1,67��WR�VWXG\�RQOLQH�DQG�HPDLO�EDOORW�UHWXUQ�LQ�RUGHU�WR�GHYHORS�D�VHW�RI�

VWDQGDUGV�IRU�D�VHFXUH��UHPRWH�HOHFWURQLF�DEVHQWHH�YRWLQJ�V\VWHP�WKDW�FRXOG�EH�DSSOLHG�WR�

VHFXUH�WKH�QH[W�V\VWHP�GHYHORSHG�E\�WKH�)9$3�WR�UHSODFH�6(59(����

���� 1,67�DQDO\]HG�WKH�VHFXULW\�FKDOOHQJHV�DVVRFLDWHG�ZLWK�UHPRWH�HOHFWURQLF�YRWLQJ�LQ�VHYHUDO�

UHSRUWV�DQG�LGHQWLILHG�PXOWLSOH�REVWDFOHV�WR�UHOLDEO\�DXWKHQWLFDWLQJ�YRWHUV¶�LGHQWLWLHV�DQG�

WUDQVPLWWLQJ�EDOORWV�VHFXUHO\�WKDW�KDYH�QRW�\HW�EHHQ�RYHUFRPH��,Q�������1,67�LVVXHG�D�

VXPPDU\�RI�LWV�UHVHDUFK�DQG�ILQGLQJV�WKDW�FRQFOXGHG�WKDW�VHFXUH��HOHFWURQLF��YRWHG�EDOORW�

WUDQVPLVVLRQ�ZDV�QRW�\HW�IHDVLEOH��ZULWLQJ���

³,QWHUQHW�YRWLQJ�V\VWHPV�FDQQRW�FXUUHQWO\�EH�DXGLWHG�ZLWK�D�FRPSDUDEOH�
OHYHO�RI�FRQILGHQFH�LQ�WKH�DXGLW�UHVXOWV�DV�WKRVH�IRU�SROOLQJ�SODFH�
V\VWHPV���0DOZDUH�RQ�YRWHUV
�SHUVRQDO�FRPSXWHUV�SRVHV�D�VHULRXV�WKUHDW�
WKDW�FRXOG�FRPSURPLVH�WKH�VHFUHF\�RU�LQWHJULW\�RI�YRWHUV
�EDOORWV���$QG��WKH�
8QLWHG�6WDWHV�FXUUHQWO\�ODFNV�D�SXEOLF�LQIUDVWUXFWXUH�IRU�VHFXUH�HOHFWURQLF�
YRWHU�DXWKHQWLFDWLRQ��7KHUHIRUH��1,67
V�UHVHDUFK�UHVXOWV�LQGLFDWH�WKDW�
DGGLWLRQDO�UHVHDUFK�DQG�GHYHORSPHQW�LV�QHHGHG�WR�RYHUFRPH�WKHVH�
FKDOOHQJHV�EHIRUH�VHFXUH�,QWHUQHW�YRWLQJ�ZLOO�EH�IHDVLEOH�´�7�
�

���� $GGLWLRQDO�UHVHDUFK�E\�VWDWH�JRYHUQPHQWV�DQG�SULYDWH�VHFWRU�UHVHDUFKHUV�DJUHHG��

�
4 DUV. DaYLd JHIIHUVRQ, AYLHO D. RXbLQ, BaUbaUa SLPRQV, aQd DaYLd WaJQHU, ´A SHcXULW\ AQaO\VLV RI WKH SHcXUH 
Electronic Registration and Voting Experiment (SERVE), Jan. 5, 2004. Available at: 
http://euro.ecom.cmu.edu/program/courses/tcr17-803/MinorityPaper.pdf�
5 JLP GaUaPRQH, ´PHQWaJRQ DHcLdHV AJaLQVW IQWHUQHW VRWLQJ TKLV YHaU,µ Armed Forces Press Services (February 
6, 2004), http://archive.defense.gov/news/newsarticle.aspx?id=27362. 
6 The Ronald W. Reagan Defense Authorization Act for FY2005 (P.L. 108-375) 
7 See ´NIST AcWLYLWLHV RQ UOCAVA VRWLQJ,µ NIST Information Technology Laboratory (August 25, 2016), 
https://www.nist.gov/itl/voting/nist-activities-uocava-voting. 
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ZLWK�1,67¶V�FRQFOXVLRQV��,Q����������UHVSHFWHG�FRPSXWHU�VFLHQWLVWV�LVVXHG�D�

VWDWHPHQW�RSSRVLQJ�WKH�DGRSWLRQ�RI�RQOLQH�YRWLQJ�LQ�SXEOLF�HOHFWLRQV��ZDUQLQJ�WKDW�

VHULRXV�DQG�SRWHQWLDOO\�LQVXUPRXQWDEOH�FKDOOHQJHV�VWRRG�LQ�WKH�ZD\�RI�FUHDWLQJ�D�

VDIH�LQWHUQHW�EDVHG�YRWLQJ�V\VWHP���

���� ,Q�������DQ�RQOLQH�YRWLQJ�SLORW�LQ�WKH�'LVWULFW�RI�&ROXPELD�ZDV�VFKHGXOHG�WR�EH�

GHSOR\HG�IRU�WKH�1RYHPEHU������HOHFWLRQV��3ULRU�WR�JRLQJ�OLYH��WKH�V\VWHP�ZDV�

DYDLODEOH�WR�WKH�SXEOLF�DQG�UHVHDUFKHUV�WKDW�ZLVKHG�WR�WU\�WKH�V\VWHP�DQG�WHVW�LWV�

VHFXULW\��:LWKLQ����KRXUV��UHVHDUFKHUV�DW�WKH�8QLYHUVLW\�RI�0LFKLJDQ�KDG�

FRPSOHWHO\�FRPSURPLVHG�WKH�V\VWHP�DQG�ZHUH�DEOH�WR�VXEVWLWXWH�IUDXGXOHQW�EDOORWV�

IRU�OHJLWLPDWH�RQHV��7KH�EUHDFK�ZDV�XQGHWHFWHG�E\�WKH�'&�HOHFWLRQ�RIILFLDOV���

���� 7KH�8WDK�/W��*RYHUQRU�FRQYHQHG�DQ�L9RWH�$GYLVRU\�&RPPLWWHH�WR�H[SORUH�RQOLQH�

YRWLQJ��,Q�LWV�ILQDO�UHSRUW�GHOLYHUHG�LQ�$XJXVW�RI�������WKH�&RPPLWWHH�ZURWH���

³*LYHQ�WKDW�VXIILFLHQWO\�VHFXUH�,QWHUQHW�YRWLQJ�V\VWHPV�GR�QRW�\HW�H[LVW��
WKH\�ZRXOG�QHHG�WR�EH�EXLOW��2I�FRXUVH��VRPH�V\VWHPV��OLNH�D�VWRQH�EULGJH�
WR�WKH�PRRQ��DUH�LPSRVVLEOH�WR�EXLOG��2WKHUV��OLNH�D�VWRQH�EULGJH�WR�
+DZDLL��DUH�VR�H[RUELWDQWO\�H[SHQVLYH�DV�WR�UHPDLQ�D�IRRO¶V�HUUDQG��
+RZHYHU��RWKHU�V\VWHPV��OLNH�VSDFHFUDIW��DLUFUDIW��DQG�WKH�QHZHU�6DP�
:KLWH�%ULGJH��DUH�PXFK�PRUH�DIIRUGDEOH���8QIRUWXQDWHO\��ZLWK�WKH�IRXU�
FKDOOHQJHV�PHQWLRQHG�LQ�WKH�SUHFHGLQJ�VHFWLRQ��WKH�XQFRQVWUDLQHG�QLUYDQD�
RI�,QWHUQHW�YRWLQJ��³IURP�DQ\�GHYLFH��HQWLUHO\�RQOLQH�´�LV�VR�LPSRVVLEOH��RU�
DW�OHDVW�LQIHDVLEOH��DV�WR�EH�D�IRRO¶V�HUUDQG�´���

���� :LWK�HYLGHQFH�PRXQWLQJ�WKDW�D�VHFXUH�RQOLQH�YRWLQJ�V\VWHP�ZDV�QRW�SRVVLEOH��DQG�

1,67¶V�FRQFOXVLRQ�WKDW�LW�FRXOG�QRW�GHYHORS�VWDQGDUGV�FDSDEOH�RI�VHFXULQJ�DQ�

RQOLQH�YRWLQJ�V\VWHP�IRU�PLOLWDU\�DQG�RYHUVHDV�YRWHUV��&RQJUHVV�DEDQGRQHG�WKH�

�
8 ´CRPSXWHU THcKQRORJLVWV· SWaWHPHQW RQ IQWHUQHW VRWLQJ,µ Verified Voting (2008), 
http://www.verifiedvoting.org/wp-content/uploads/2012/09/InternetVotingStatement.pdf. 
9 SaUaK WKHaWRQ, ´VRWLQJ THVW FaOOV VLcWLP WR HacNHUV,µ The New York Times, (Oct. 8, 2010). Available at: 
https://www.nytimes.com/2010/10/09/us/politics/09vote.html 
10 iVote Advisory Committee Final Report, Utah Lt. Governor, Spencer J. Cox, (Aug. 21, 2015). Available at: 
https://elections.utah.gov/Media/Default/Documents/Report/iVote%20Report%20Final.pdf 
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GHYHORSPHQW�RI�DQ�RQOLQH�YRWLQJ�V\VWHP�DQG�UHSHDOHG�LWV�GLUHFWLYH�WR�)9$3�WR�

GHYHORS�D�UHPRWH�HOHFWURQLF�YRWLQJ�V\VWHP�LQ�WKH������1'$$����

���� 6HSDUDWHO\��LQ�������&RQJUHVV�SDVVHG�WKH�0LOLWDU\�DQG�2YHUVHDV�9RWHU�

(PSRZHUPHQW��029(��$FW�WR�LPSURYH�DFFHVV�WR�WKH�EDOORW�IRU�PLOLWDU\�DQG�

RYHUVHDV�YRWHUV�HVWDEOLVKHG�LQ�WKH�8QLIRUP�DQG�2YHUVHDV�&LWL]HQV¶�$EVHQWHH�

9RWLQJ�$FW��82&$9$���,Q�DQ�HIIRUW�WR�IDFLOLWDWH�YRWLQJ�IRU�82&$9$�YRWHUV��WKH�

029(�$FW�UHTXLUHG�VWDWHV�WR�DGRSW�V\VWHPV�DQG�SURFHGXUHV�WR�DOORZ�82&$9$�

YRWHUV�WR�UHJLVWHU�WR�YRWH�RQOLQH��WR�UHTXHVW�DQ�DEVHQWHH�EDOORW�RQOLQH��DQG�WR�

UHFHLYH�D�EODQN�DEVHQWHH�EDOORW�HOHFWURQLFDOO\��YLD�HPDLO�RU�DQ�RQOLQH�SRUWDO����

���� :KLOH�WKH�029(�$FW�SURYLGHG�IRU�WKH�SRVVLELOLW\�RI�SLORW�SURJUDPV�IRU�WKH�

HOHFWURQLF�UHWXUQ�RI�YRWHG�EDOORWV��&RQJUHVV�QRWDEO\�GLG�QRW�DSSURSULDWH�IXQGLQJ�

IRU�VXFK�SLORW�SURJUDPV�XQGHU�029(��DQG�WKHVH�SLORWV�ZHUH�QHYHU�EURXJKW�WR�

IUXLWLRQ��,QVWHDG��&RQJUHVV�SURYLGHG�IXQGLQJ�WR�)9$3�WR�RIIHU�(OHFWURQLF�

$EVHQWHH�6\VWHPV�IRU�(OHFWLRQV��($6(��JUDQWV�WR�VWDWHV�WR�VXSSRUW�WKH�RWKHU�

SURYLVLRQV�LQ�WKH�029(�$FW��7KH�JUDQW�WHUPV�DQG�FRQWUDFWV�H[SOLFLWO\�SURKLELWHG�

VWDWHV�IURP�XVLQJ�WKH�PRQH\�IRU�WKH�HOHFWURQLF�UHWXUQ�RI�YRWHG�EDOORWV�LQ�OLYH�

HOHFWLRQV�´���

���� &RQJUHVV�H[WHQGHG�WKH�($6(�JUDQW�SURJUDP�LQ�������DJDLQ�VSHFLILFDOO\�

SURKLELWLQJ�WKH�XVH�RI�($6(���JUDQW�IXQGV�IRU�WKH�HOHFWURQLF�UHWXUQ�RI�YRWHG�

EDOORWV����

�
11 ´VRWLQJ DHPRQVWUaWLRQ PURMHcW RHSHaOHd,µ U.S. Vote Foundation, 
https://www.usvotefoundation.org/blog/domestic-voting/voting-demonstration-project-repealed.�
12 Available at: https://www.congress.gov/bill/111th-congress/senate-bill/1415/text 
13 Electronic Absentee Systems for Elections (EASE) Grants For States, Territories and Localities Broad Agency 
Announcement H98210-BAA-11-0001 Available at: 
https://www.fvap.gov/uploads/FVAP/Grants/EASE_BAA.pdf 
14 ´DRD ANNOUNCES GRANTS PROGRAM TO EASE VOTING PROCESS  Funding Available for Research 

Case 1:20-cv-04664-BMC   Document 42   Filed 10/09/20   Page 6 of 9 PageID #: 569



���� 7KH�KLVWRULFDO�UHFRUG�VKRZV�FOHDUO\�WKDW�&RQJUHVV�KDV�GHOLEHUDWHO\�FRQWHPSODWHG�

DQG�HQJDJHG�RQ�WKH�LVVXH�RI�UHPRWH�HOHFWURQLF�YRWLQJ�IRU�PLOLWDU\�DQG�RYHUVHDV�

YRWHUV�DQG�KDV�GHWHUPLQHG�WKDW�LW�FDQQRW�EH�GRQH�VHFXUHO\�DQG�VKRXOG�QRW�IXQGHG�

RU�SURPRWHG�E\�WKH�IHGHUDO�JRYHUQPHQW��3ODLQWLIIV�DUH�DVNLQJ�WKH�&RXUW�WR�LJQRUH�

WKH�VFLHQFH�DQG�WDNH�DFWLRQ�WKDW�&RQJUHVV�KDV�SODLQO\�GHWHUPLQHG�LV�LOO�DGYLVHG���

7KRXJK�VWDWHV�SHUPLW�RQOLQH�YRWLQJ��WKLV�GRHV�QRW�PHDQ�LW¶V�VHFXUH�

���� 7KRXJK�&RQJUHVV�KDV�ZLVHO\�GHFOLQHG�WR�UHTXLUH�RU�IXQG�RQOLQH�YRWLQJ�IRU�PLOLWDU\�

DQG�RYHUVHDV�YRWHUV��RYHU�WKLUW\�VWDWHV�KDYH�DGRSWHG�WKLV�XQZLVH�SUDFWLFH��3ODLQWLIIV�

GUDZ�WKH�HUURQHRXV�FRQFOXVLRQ�WKDW�WKLV�PHDQV�LW�LV�VDIH�DQG�UHOLDEOH���

���� :KHQ�FRQVLGHULQJ�ZK\�VR�PDQ\�VWDWHV�FXUUHQWO\�SHUPLW�RQOLQH�YRWLQJ��LW�LV�

LPSRUWDQW�WR�WDNH�LQWR�DFFRXQW�KLVWRULFDO�FRQWH[W��0RVW�RI�WKH�VWDWHV�WKDW�FXUUHQWO\�

SHUPLW�HOHFWURQLF�EDOORW�UHWXUQ�DGRSWHG�WKHVH�SROLFLHV�LQ�WKH�ODWH���WK�FHQWXU\�RU�

WKH�ILUVW�GHFDGH�RI�WKH�����V��'XULQJ�WKLV�SHULRG��DV�GHVFULEHG�DERYH��WKHUH�ZDV�DQ�

H[SHFWDWLRQ�WKDW�WKH�)9$3�DQG�WKH�'2'�ZRXOG�GHYHORS�DQG�RIIHU�DQ�RQOLQH�

YRWLQJ�V\VWHP��6WDWHV�SDVVHG�ODZV�WR�SHUPLW�RQOLQH�EDOORW�UHWXUQ�ZLWK�WKH�

H[SHFWDWLRQ�WKDW�D�VHFXUH�RQOLQH�YRWLQJ�V\VWHP�IURP�WKH�'2'�ZRXOG�EH�DYDLODEOH�

LQ�WKH�QHDU�WHUP���

���� ,Q�DGGLWLRQ��WKH�ULVNV�RI�KDFNLQJ�ZHUH�QRW�DV�FRPPRQSODFH�DV�WKH\�DUH�WRGD\��DQG�

F\EHUFULPH�DQG�LGHQWLW\�WKHIW�ZHUH�PXFK�OHVV�PDWXUH��7KXV��WKHUH�ZDV�OHVV�

DZDUHQHVV�RI�WKH�SURVSHFW�RI�RQOLQH�DWWDFNV��)XUWKHUPRUH��WKH�8�6��KDG�QRW�\HW�

�
aQd DHYHORSPHQWµ, Ma\ 20, 2013. Available at: https://www.fvap.gov/info/news/2013/5/9/dod-announces-
grants-program-to-ease-voting-process 
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OHDUQHG�WKDW�IRUHLJQ�DGYHUVDULHV�ZHUH�DFWLYHO\�WU\LQJ�WR�FRPSURPLVH�RXU�HOHFWLRQ�

LQIUDVWUXFWXUH��:H�FDQQRW�LJQRUH�WKHVH�IDFWV�WRGD\��

���� ,Q�IDFW��LQ�DQ�HIIRUW�WR�UHYHUVH�WKLV�ULVN\�SROLF\�LQ�:DVKLQJWRQ�6WDWH��WKH�6HFUHWDU\�

RI�6WDWH�VXSSRUWHG�OHJLVODWLRQ�ODVW�VHVVLRQ�WR�UHPRYH�WKH�SURYLVLRQ�WR�DOORZ�

PLOLWDU\�DQG�RYHUVHDV�YRWHUV�WR�UHWXUQ�EDOORWV�RYHU�WKH�LQWHUQHW�FLWLQJ�WKH�LQFUHDVHG�

VHFXULW\�WKUHDWV�IDFLQJ�RXU�QDWLRQ¶V�HOHFWLRQV����

3ODLQWLIIV�RYHUORRN�FRQVWLWXWLRQDO�UHTXLUHPHQWV�IRU�D�VHFUHW�EDOORW�

���� 3ODLQWLIIV�JODQFLQJO\�DFNQRZOHGJH�WKDW�HPDLO�DQG�ID[�UHWXUQ�RI�YRWHG�EDOORWV�

FDQQRW�SUHVHUYH�EDOORW�VHFUHF\�DQG�SURWHFW�YRWHU¶V�ULJKW�WR�FDVW�D�SULYDWH�EDOORW��EXW�

WKH\�FDUHOHVVO\�LJQRUH�WKH�IDFW�WKDW�DOO�VHYHQ�GHIHQGDQW�VWDWHV�KDYH�FRQVWLWXWLRQDO�

SURYLVLRQV�WKDW�JXDUDQWHH�VHFUHF\�LQ�YRWLQJ����

3ODLQWLIIV�LJQRUH�'2'¶V�SROLF\�WR�OLPLW�LWV�ID[�VHUYLFH���

���� ,Q�WKH�UHTXHVWHG�UHOLHI��3ODLQWLIIV�VXJJHVW�WKDW�YRWHUV�FDQ�HDVLO\�XVH�WKH�'2'¶V�ID[�

VHUYLFH�EXW�3ODLQWLIIV�GR�QRW�DFNQRZOHGJH�WKDW�WKH�'2'�H[SOLFLWO\�WRRN�DFWLRQV�WR�

OLPLW�WKH�XVH�RI�WKLV�VHUYLFH�LQ�-DQXDU\������EHFDXVH�RI�H[WUHPHO\�KLJK�YROXPH�RI�

VXEPLVVLRQV����5HWXUQLQJ�EDOORWV�YLD�WKH�'2'¶V�HPDLO�WR�ID[�SURJUDP�LQFOXGHV�WKH�

VDPH�VHULRXV�DQG�LQVROXEOH�VHFXULW\�YXOQHUDELOLWLHV�LGHQWLILHG�E\�FRPSXWHU�VHFXULW\��

�
���+%������KWWS���ODZILOHVH[W�OHJ�ZD�JRY�ELHQQLXP������
���3GI�%LOO���5HSRUWV�+RXVH��������+%$���6*29������SGI"T ���������������
���&DLWULRQD�)LW]JHUDOG��3DP�6PLWK��6XVDQQDK�*RRGPDQ��³7KH�6HFUHW�%DOORW�DW�5LVN��5HFRPPHQGDWLRQV�IRU�
3URWHFWLQJ�'HPRFUDF\�´�(OHFWURQLF�3ULYDF\�,QIRUPDWLRQ�&HQWHU��9HULILHG�9RWLQJ��&RPPRQ�&DXVH��$XJ������������
Available at: https://epic.org/2016/08/epic-verified-voting-common-ca.html 
17 See: https://www.fvap.gov/info/news/2017/9/19/message-from-the-fvap-director-upcoming-changes-to-ets�
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H[SHUWV�LQ�VWXG\�DIWHU�VWXG\��2YHUEXUGHQLQJ�WKH�'2'¶V�V\VWHP�IXUWKHU�ZRXOG�RQO\�

ZHDNHQ�DQ�DOUHDG\�LQVHFXUH�DQG�XQUHOLDEOH�SURFHVV���

,�DIILUP��XQGHU�WKH�SHQDOWLHV�IRU�SHUMXU\��WKDW�WKH�IRUHJRLQJ�UHSUHVHQWDWLRQV�DUH�WUXH�DQG�

DFFXUDWH�WR�WKH�EHVW�RI�P\�NQRZOHGJH��

�

'DWHG��2FWREHU���������

� >$PLW\YLOOH��1<@�

�������������������������������������������������������� �

� � � � � BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB�
6XVDQ�*UHHQKDOJK�

�
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