
EAC-0111



KAY STIMSON | VP, GOVERNMENT AFFAIRS

DOMINION VOTING SYSTEMS

DOMINIONVOTING.COM

From: Jerome Lovato <jlovato@eac.gov>
Sent: Friday, January 17, 2020 2:56 PM
Cc: Jessica Bowers ; Paul Aumayr Mona Harrington <
mharrington@eac.gov>
Subject: [EXTERNAL] Memo - Windows Critical Update

Hi All,

I have attached a memo regarding the Windows critical update. Please let me know if you have any
questions.

Thank you,

Jerome Lovato

Director, Voting System Testing and Certification

U.S. Election Assistance Commission

Ph. 202-805-4613

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that
requires safeguarding or dissemination control under applicable law, regulation, or
Government-wide policy. This email, including all attachments, may constitute a Federal record
or other Government property that is intended only for the use of the individual or entity to
which it is addressed. If you are not the intended recipient or the employee or agent
responsible for delivering the transmission to the intended recipient, you are hereby notified
that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to
the email and then immediately delete the email.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that
requires safeguarding or dissemination control under applicable law, regulation, or Government-
wide policy. This email, including all attachments, may constitute a Federal record or other
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Government property that is intended only for the use of the individual or entity to which it is
addressed. If you are not the intended recipient or the employee or agent responsible for
delivering the transmission to the intended recipient, you are hereby notified that any
dissemination, distribution, copying or use of this email or its contents is strictly prohibited. If you
have received this email in error, please notify the sender by responding to the email and then
immediately delete the email.
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From: Jerome Lovato<jlovato@eac.gov>
Sent on:Wednesday, January 22, 2020 3:45:10 PM
To: Kay Stimson<kay.stimson@
Subject:Re: [EXTERNAL] Re: Memo - Windows Critical Update

No problem. I’ll send it in a separate email. I don’t know when he plans on sending it - he mentioned that he’d
like to send it this week.

On Wed, Jan 22, 2020 at 7:16 AM Kay Stimson <kay.stimson@ wrote:

Thanks for the heads up, Jerome. I totally dropped the ball on our proposed call for 12:30 PM ET today. Can
you send me a call number? Thanks!

Also, what day are you sending out the notice?

Kay

KAY STIMSON | VP, GOVERNMENT AFFAIRS

DOMINION VOTING SYSTEMS

866-654-VOTE (8683)| DOMINIONVOTING.COM

MOBILE/DIRECT

From: Jerome Lovato <jlovato@eac.gov>
Sent:Wednesday, January 22, 2020 12:21 AM
Cc: Jessica Bowers ; Paul Aumayr ; Mona Harrington <
mharrington@eac.gov>
Subject: [EXTERNAL] Re: Memo - Windows Critical Update

FYI. Commissioner Palmer plans on sharing the memo with NASS and NASEDthis week. I wanted to give you
a heads up since you may receive additional inquiries from your customers and press.

Jerome

On Fri, Jan 17, 2020 at 2:56 PM Jerome Lovato <jlovato@eac.gov> wrote:
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Hi All,

I have attached a memo regarding the Windows critical update. Please let me know if you have any
questions.

Thank you,

Jerome Lovato

Director, Voting System Testing and Certification

U.S. Election Assistance Commission

Ph. 202-805-4613

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that
requires safeguarding or dissemination control under applicable law, regulation, or Government-
wide policy. This email, including all attachments, may constitute a Federal record or other
Government property that is intended only for the use of the individual or entity to which it is
addressed. If you are not the intended recipient or the employee or agent responsible for
delivering the transmission to the intended recipient, you are hereby notified that any
dissemination, distribution, copying or use of this email or its contents is strictly prohibited. If you
have received this email in error, please notify the sender by responding to the email and then
immediately delete the email.

--
Jerome Lovato
Director, Voting System Testing and Certification
U.S. Election Assistance Commission
Ph. 202-805-4613
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From: McKay, Sue<slmckay@
Sent on:Wednesday, February 12, 2020 5:44:34 PM
To: Jerome Lovato<jlovato@eac.gov>
Subject:RE: Request Call

So sorry to hear that. No worries. Just needed to know if the EAC is requesting us to do an ECO or were you accepting a
write up from Pro V&V.
From: Jerome Lovato <jlovato@eac.gov>
Sent:Wednesday, February 12, 2020 11:42 AM
To:McKay, Sue <slmckay@
Subject: Re: Request Call
Sorry, Sue. I had to take my mom to see a doctor and thought we’d be out by now. She needs me to be present so I will
call as soon as we’re done.
On Wed, Feb 12, 2020 at 12:06 PMMcKay, Sue <slmckay@ wrote:

Jerome,
Would you please give me a call? We need to respond to the State of PA.
Thank you
Sue
From: Jerome Lovato <jlovato@eac.gov>
Sent:Wednesday, February 12, 2020 9:17 AM
To:McKay, Sue <slmckay@
Subject: Re: Request Call
Good morning Sue,
I’ll give you a call in about an hour.
Thank you,
Jerome
On Wed, Feb 12, 2020 at 10:04 AMMcKay, Sue <slmckay@ wrote:

Morning Jerome,
Would you be able to give me a quick call regarding the FPGA testing Pro V&V did yesterday? My number is

Thank you
Sue L McKay
Vice President of Federal Certification
Election Systems and Software

Disclaimer

The information contained in this communication from the sender is confidential. It is intended solely for use by the recipient
and others authorized to receive it. If you are not the recipient, you are hereby notified that any disclosure, copying,
distribution or taking action in relation of the contents of this information is strictly prohibited and may be unlawful.

This email has been scanned for viruses and malware, and may have been automatically archived by Mimecast Ltd, an
innovator in Software as a Service (SaaS) for business. Providing a safer and more useful place for your human generated
data. Specializing in; Security, archiving and compliance. To find out more Click Here.

--
Jerome Lovato
Director, Voting System Testing and Certification
U.S. Election Assistance Commission
Ph. 202-805-4613
Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires
safeguarding or dissemination control under applicable law, regulation, or Government-wide policy. This
email, including all attachments, may constitute a Federal record or other Government property that is
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intended only for the use of the individual or entity to which it is addressed. If you are not the intended
recipient or the employee or agent responsible for delivering the transmission to the intended recipient,
you are hereby notified that any dissemination, distribution, copying or use of this email or its contents is
strictly prohibited. If you have received this email in error, please notify the sender by responding to the
email and then immediately delete the email.

--
Jerome Lovato
Director, Voting System Testing and Certification
U.S. Election Assistance Commission
Ph. 202-805-4613
Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires
safeguarding or dissemination control under applicable law, regulation, or Government-wide policy. This
email, including all attachments, may constitute a Federal record or other Government property that is
intended only for the use of the individual or entity to which it is addressed. If you are not the intended
recipient or the employee or agent responsible for delivering the transmission to the intended recipient, you
are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and
then immediately delete the email.
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From: Matt Pasternack<matt@
Sent on:Monday, March 9, 2020 5:18:33 AM
To: Ben Adida<ben@
CC: Benjamin Hovland<bhovland@eac.gov>
Subject:Re: Monday Starkville Meeting

I made a reservation at Harvey's in Starkville for 12:30. 406 Hwy 12 E, Starkville. I'm sure we can adjust a bit
later though if we need to.

Looking forward to it,

Matt

On Sat, Mar 7, 2020 at 10:37 AM Ben Adida <ben@ wrote:
Looking forward to seeing you and chatting!

On Sat, Mar 7, 2020, 4:27 AM Benjamin Hovland <bhovland@eac.gov> wrote:

That sounds great. I am looking forward to it.

Thanks,

Ben

From:Matt Pasternack <matt@
Sent: Friday, March 6, 2020 11:34 PM
To: Benjamin Hovland <Bhovland@eac.gov>; Ben Adida <ben@
Subject:Monday Starkville Meeting

Ben, Ben A (cc'd) and I can't wait to sit down together with you Mon afternoon. Since you're arriving
noonish in Starkville, what if we plan to meet for lunch? If that sounds good, I'll send a restaurant to
meet at, and then we can adjust Mon morning depending on how quick your trip from Tuscaloosa ends
up being.

Have a great weekend and looking forward to meeting in person on Mon,

Matt

--

Matt Pasternack
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https://voting.works

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments, may
constitute a Federal record or other Government property that is intended only for the use of the individual or entity to which it
is addressed. If you are not the intended recipient or the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this email or its contents is
strictly prohibited. If you have received this email in error, please notify the sender by responding to the email and then
immediately delete the email.

--
Matt Pasternack

https://voting.works
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Going (mharrington@eac.gov)?
Yes -
Maybe -
Nomore options »

Invitation from Google Calendar

You are receiving this email at the account mharrington@eac.gov because you are subscribed for invitations on calendar
mharrington@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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the potential health risks posed to older voters casting ballots at the polls, new statutes enabling no
excusesabsenteevoting, and the ever-evolving threat dynamics of the spread of the virus, election
officials throughout the Commonwealth anticipate processing unprecedented amounts of mail-in
ballots for the 4/28 primary election.

In that light, I'd like to have a brief discussion with you regarding pending ClearVote scanner ECO
processes now in motion. Currently these ECOs are resident at CBG's VSTL undergoing mandated
examination and certification processes. Once that process is complete, we'llltake next steps with the
EAC.

Can you please suggest a few times Thursday or Friday of this week when we might speak about
this? Let me know. Likely need no more than 15-20 minutes, perhaps fewer.

Thanks much in advance Jerome.

- rpd

Russ Dawson
Federal Certification Program Manager

www.clearballot.com

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments, may
constitute a Federal record or other Government property that is intended only for the use of the individual or entity to which it
is addressed. If you are not the intended recipient or the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this email or its contents is
strictly prohibited. If you have received this email in error, please notify the sender by responding to the email and then
immediately delete the email.
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From: Matt Pasternack
Sent on: Thursday, March 26, 2020 6:54:41 PM
To: Jerome Lovato<jlovato@eac.gov>
Subject:Re: Introductions: Jerome (EAC) <-> Matt (VotingWorks)

No problem, sent invite. Thanks for making the time.

Matt

On Thu, Mar 26, 2020 at 11:43 AM Jerome Lovato <jlovato@eac.gov> wrote:
Sorry I missed your call. Let's talk at 2 ET tomorrow.

On Thu, Mar 26, 2020 at 2:17 PM Matt Pasternack wrote:
Jerome, great to connect. Twilight zone+ Groundhog Day is a good analogy. Ben thanks for the intro (to
bcc).

Any chance tomorrow at 11:30am ET, 2pm ET, or 4pm ET works for you? If not, no problem and I'll send
over some more possibilities for next week.

Looking forward to talking,

Matt

On Thu, Mar 26, 2020 at 6:44 AM Jerome Lovato <jlovato@eac.gov> wrote:
Thank you, Ben. All is well here...other than it feeling like a strange mix of the Twilight Zone and
Groundhog Day. :) I hope all is well with you and your family. It is an exciting time here for sure!

Hi Matt, nice to meet you. I'd be glad to set up a meeting to walk through the process and answer any
questions. Here is a link to our manuals and forms:https://www.eac.gov/voting-equipment/manuals-
and-forms. Section 2 of the Testing and Certification Program Manual describes the registration
process. I just submitted an updated Manufacturer Registration Form to our webmasterlast night so
that should be online later today.

Jerome

Jerome Lovato
Director, Voting System Testing and Certification
U.S. Election Assistance Commission
Ph. 202-805-4613

On Thu, Mar 26, 2020 at 1:11 AM Ben Adida wrote:

Jerome,

I hope you and your familyare staying safe and staying sane in these incredibly challenging times. I
also see that the EAC team is growing with the addition of some great folks -- that must be
exciting!

I wanted to introduce you to Matt Pasternack, cc'ed, co-founder at VotingWorks, who's going to be
leading the charge on the certification process. Yes, we are interested in registering as a vendor
with EAC and beginning the process of certification!
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-Ben

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments,
may constitute a Federal record or other Government property that is intended only for the use of the individual or entity to
which it is addressed. If you are not the intended recipient or the employee or agent responsible for delivering the
transmission to the intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this
email or its contents is strictly prohibited. If you have received this email in error, please notify the sender by responding to
the email and then immediately delete the email.

--
Matt Pasternack

https://voting.works

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments, may
constitute a Federal record or other Government property that is intended only for the use of the individual or entity to which it is
addressed. If you are not the intended recipient or the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and then immediately delete
the email.

--
Matt Pasternack

https://voting.works
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From: <matt@
Sent on: Thursday, March 26, 2020 6:54:06 PM
To: jlovato@eac.gov
Subject: Invitation: Jerome - Matt @ Fri Mar 27, 2020 2pm - 3pm (EDT) (jlovato@eac.gov)
Attachments: invite.ics (1.47 KB)

You have been invited to the following event.

Jerome - Matt
When Fri Mar 27, 2020 2pm – 3pm Eastern Time - New York

Joining info Join Hangouts Meet
meet.google.com/frz-tmma-gdw

Join by phone
+1 614-948-6524 (PIN: 370000911)

More phone numbers

Calendar jlovato@eac.gov

Who
• matt@

- organizer

• jlovato@eac.gov

more details »
Going (jlovato@eac.gov)?
Yes -
Maybe -
Nomore options »

Invitation from Google Calendar

You are receiving this email at the account jlovato@eac.gov because you are subscribed for invitations on calendar jlovato@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: Mona Harrington<mharrington@eac.gov> on behalf of Mona Harrington
Sent on:Monday, November 2, 2020 5:32:30 PM
To: kay.stimson@
Subject:Re: Questions for ED

Yes! I will call you today. Sorry- craziness.

Btw- I get your concerns! Call me

On Nov 2, 2020, at 11:34 AM, Kay Stimson wrote:

Hi, Mona.
I left you a voicemail last week and wanted to try and connect prior to tomorrow. Are you available to
chat sometime today?
Kay
KAY STIMSON|VP, GOVERNMENT AFFAIRS
DOMINION VOTING SYSTEMS
866-654-VOTE (8683)| DOMINIONVOTING.COM
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The information contained in this communication from the sender is confidential. It is intended solely for use by the recipient and
others authorized to receive it. If you are not the recipient, you are hereby notified that any disclosure, copying, distribution or
taking action in relation of the contents of this information is strictly prohibited and may be unlawful.

This email has been scanned for viruses and malware, and may have been automatically archived by Mimecast Ltd, an
innovator in Software as a Service (SaaS) for business. Providing a safer and more useful place for your human generated
data. Specializing in; Security, archiving and compliance. To find out more Click Here.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires
safeguarding or dissemination control under applicable law, regulation, or Government-wide policy. This
email, including all attachments, may constitute a Federal record or other Government property that is
intended only for the use of the individual or entity to which it is addressed. If you are not the intended
recipient or the employee or agent responsible for delivering the transmission to the intended recipient, you
are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and
then immediately delete the email.
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From: Jerome Lovato<jlovato@eac.gov>
Sent on: Friday, March 27, 2020 7:04:05 PM
To: Matt Pasternack
Subject: updated manufacturer registration form
Attachments:Manufacturer_Registration_Application.EAC_001C(1).pdf (2.78 MB), Voting System

Certification Requirements by State - 2018.xlsx (11.83 KB)

Hi Matt,

It was nice chatting today. I have attached the updated manufacturer registration form and the spreadsheet of
the various requirements - Category 4 states require federal certification (most refer to EAC but at least one
refers to FEC).

Jerome
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From: Google Calendar<calendar-notification@google.com> on behalf of paumayr
Sent on: Thursday, April 9, 2020 2:04:20 PM
To: hunter.medlock paumayr ian.piper@
Subject:Democracy Suite 5.5-C Call

As requested by Ian

Democracy Suite 5.5-C Call UPDATED
When Thu Apr 9, 2020 11am – 11:30am Eastern Time - New York

Where https://zoom.us/j/6421650433?pwd=UDI5MzA5dzQvZCtaMUV0UmhBNndGUT09 (map)

Who
• paumayr

- organizer

• hunter.medlock

• ian.piper@

• wendy.owens

Paul Aumayr is inviting you to a scheduled Zoom meeting.
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From: Ian Piper<ian.piper
Sent on:Wednesday, April 29, 2020 11:09:31 PM
To: paumayr
Subject:Accepted: [EXTERNAL]Updated invitation: Democracy Suite 5.5-C Call UPDATED @ Thu Apr 30,

2020 3pm - 3:30pm (EDT) (ian.piper@(b) (6)
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From: tjhallett@ (Google Calendar)<tjhallett@ (Google Calendar)>
Sent on: Tuesday, May 5, 2020 6:12:33 PM
To: mharrington@eac.gov
Subject: Accepted: EAC/Vendor Meeting @ Tue May 12, 2020 1pm - 1:45pm (EDT)

(mharrington@eac.gov)
Attachments: not supported calendar message.ics (1.05 KB), invite.ics (1.05 KB)

tjhallett@
has accepted this invitation.

EAC/Vendor Meeting
When Tue May 12, 2020 1pm – 1:45pm Eastern Time - New York

Where 1-866-823-7147,,82557085# (map)

Calendar mharrington@eac.gov

Who
• mharrington@eac.gov

- organizer

• 'Clear Ballot Group:'

• 'COrtiz

• Jerome (jlovato@eac.gov)

• 'Rogers, Kathy'

• 'Smartmatic:'

• 'kay.stimson@

• 'Hart Intercivic:'

• 'bhirsch

• Jessica Bowers

• Bernie Hirsch
- optional

• Hallett, Tim
- optional

Call in information:

Invitation from Google Calendar

You are receiving this email at the account mharrington@eac.gov because you are subscribed for invitation replies on calendar
mharrington@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.
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Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: pgeppert@ (Google Calendar)<pgeppert@ (Google Calendar)>
Sent on: Friday, May 8, 2020 9:03:01 PM
To: mharrington@eac.gov
Subject: Accepted: EAC/Vendor Meeting @ Tue May 12, 2020 1pm - 1:45pm (EDT)

(mharrington@eac.gov)
Attachments: not supported calendar message.ics (1.05 KB), invite.ics (1.05 KB)

pgeppert@
has accepted this invitation.

EAC/Vendor Meeting
When Tue May 12, 2020 1pm – 1:45pm Eastern Time - New York

Where 1-866-823-7147,,82557085# (map)

Calendar mharrington@eac.gov

Who
• mharrington@eac.gov

- organizer

• 'Clear Ballot Group:'

• 'COrtiz

• Jerome (jlovato@eac.gov)

• 'Rogers, Kathy'

• 'Smartmatic:'

• 'kay.stimson@

• 'Hart Intercivic:'

• 'bhirsch

• Jessica Bowers

• Bernie Hirsch
- optional

• Hallett, Tim
- optional

• tjhallett@ (Google Calendar)
- optional

• Pearson, Steve
- optional

• Pamela Geppert
- optional

Call in information:
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Invitation from Google Calendar

You are receiving this email at the account mharrington@eac.gov because you are subscribed for invitation replies on calendar
mharrington@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: mcoutts (Google Calendar)<mcoutts (Google
Calendar)>

Sent on: Thursday, May 14, 2020 12:16:25 AM
To: jlovato@eac.gov
Subject: Accepted: VVSG 2.0 Requirements Pre-Hearing Discussion @ Fri May 15, 2020 1pm - 2pm

(EDT) (jlovato@eac.gov)
Attachments: not supported calendar message.ics (1.45 KB), invite.ics (1.45 KB)

mcoutts
has accepted this invitation.

VVSG 2.0 Requirements Pre-Hearing Discussion
When Fri May 15, 2020 1pm – 2pm Eastern Time - New York

Where https://us02web.zoom.us/j/82983109606?pwd=QlBLeGV2ckloSDE2Ty9HZUFoNnVjZz09 (map)

Calendar jlovato@eac.gov

Who
• jlovato@eac.gov

- organizer

• mcoutts

• kathy.rogers@

• rroberson

• kmuthig

• bhirsch

• ben@

• tmapps@

• smpearson@

• edwin.smith

• ian.piper@

• kay.stimson@

• sderheimer@

• mharrington@eac.gov

• jack.cobb

• jcanter@

• russ.dawson

Jerome Lovato is inviting you to a scheduled Zoom meeting.
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Invitation from Google Calendar

You are receiving this email at the account jlovato@eac.gov because you are subscribed for invitation replies on calendar jlovato@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: Ian Piper<ian.piper@
Sent on:Monday, May 11, 2020 2:16:46 PM
To: paumayr
Subject:Accepted: [EXTERNAL] Invitation: Dominion D-Suite 5.5-C @ Weekly from 11am to 11:30am on

Thursday from Thu May 14 to Thu Jul 16 (EDT) (ian.piper@
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From: Google Calendar<calendar-notification@google.com> on behalf of ben@
Sent on: Thursday, May 14, 2020 12:30:06 AM
To: jlovato@eac.gov
Subject: Accepted: VVSG 2.0 Requirements Pre-Hearing Discussion @ Fri May 15, 2020 1pm - 2pm

(EDT) (jlovato@eac.gov)
Attachments: invite.ics (1.43 KB)

ben@
has accepted this invitation.

VVSG 2.0 Requirements Pre-Hearing Discussion
When Fri May 15, 2020 1pm – 2pm Eastern Time - New York

Where https://us02web.zoom.us/j/82983109606?pwd=QlBLeGV2ckloSDE2Ty9HZUFoNnVjZz09 (map)

Calendar jlovato@eac.gov

Who
• jlovato@eac.gov

- organizer

• mcoutts

• kathy.rogers@

• rroberson

• kmuthig

• bhirsch

• ben@

• tmapps@

• smpearson@

• edwin.smith

• ian.piper@

• kay.stimson@

• sderheimer@

• mharrington@eac.gov

• jack.cobb

• jcanter@

• russ.dawson

Jerome Lovato is inviting you to a scheduled Zoom meeting.
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(b) (6)
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Invitation from Google Calendar

You are receiving this email at the account jlovato@eac.gov because you are subscribed for invitation replies on calendar jlovato@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: Ben Adida<ben@
Sent on:Monday, May 18, 2020 5:55:08 PM
To: Jerome Lovato<jlovato@eac.gov>
Subject:Re: quick phone chat today?

I'll call you then, 4pm pacific!

-ben

On Mon, May 18, 2020 at 10:53 AM Jerome Lovato <jlovato@eac.gov> wrote:
Perfect. My work cell is

On Mon, May 18, 2020 at 1:52 PM Ben Adida <ben@ wrote:

Excellent, what's the right number to call you at? Or if you prefer, you can call me at

-Ben

On Mon, May 18, 2020 at 10:46 AM Jerome Lovato <jlovato@eac.gov> wrote:
Yes.

On Mon, May 18, 2020 at 1:44 PM Ben Adida <ben@ wrote:

That works. Is phone best?

-Ben

On Mon, May 18, 2020 at 10:36 AM Jerome Lovato <jlovato@eac.gov> wrote:
Sure. How about at 4 PT?

On Mon, May 18, 2020 at 1:33 PM Ben Adida <ben@ wrote:
Jerome,

Do you have time for a quick phone or zoom chat today? I'd love to get your thoughts on
something before Wednesday's hearing.

-Ben

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding
or dissemination control under applicable law, regulation, or Government-wide policy. This email, including all
attachments, may constitute a Federal record or other Government property that is intended only for the use of the
individual or entity to which it is addressed. If you are not the intended recipient or the employee or agent
responsible for delivering the transmission to the intended recipient, you are hereby notified that any dissemination,
distribution, copying or use of this email or its contents is strictly prohibited. If you have received this email in error,
please notify the sender by responding to the email and then immediately delete the email.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments,
may constitute a Federal record or other Government property that is intended only for the use of the individual or entity to
which it is addressed. If you are not the intended recipient or the employee or agent responsible for delivering the
transmission to the intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this
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(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
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email or its contents is strictly prohibited. If you have received this email in error, please notify the sender by responding to
the email and then immediately delete the email.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments, may
constitute a Federal record or other Government property that is intended only for the use of the individual or entity to which it is
addressed. If you are not the intended recipient or the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and then immediately delete
the email.
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From: Jerome Lovato<jlovato@eac.gov>
Sent on:Wednesday, May 20, 2020 5:23:31 PM
To: Pearson, Steve ; Rogers, Kathy
Subject:Hearing Zoom info

Topic: VVSG 2.0 Requirements Hearing 3
Time: May 20, 2020 01:30 PM Eastern Time (US and Canada)

Join Zoom Meeting

https://us02web.zoom.us/j/85620834404

Meeting ID: 856 2083 4404

Password: 857347

One tap mobile

+13017158592,,85620834404# US (Germantown)

+13126266799,,85620834404# US (Chicago)

Dial by your location

    +1 301 715 8592 US (Germantown)

    +1 312 626 6799 US (Chicago)

    +1 929 205 6099 US (New York)

    +1 346 248 7799 US (Houston)

    +1 669 900 6833 US (San Jose)

    +1 253 215 8782 US (Tacoma)

    877 853 5247 US Toll-free

    888 788 0099 US Toll-free

Meeting ID: 856 2083 4404

Find your local number:https://us02web.zoom.us/u/kq5dKCgiW

(b) (6) (b) (6)

EAC-0158



EAC-0159



paumayr@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: McKay, Sue<slmckay@
Sent on:Wednesday, May 20, 2020 12:41:03 PM
To: paumayr
Subject:Accepted: Invitation: ES&S EVS and @ Weekly from 11am to 11:30am on Friday from Fri May 22

to Fri Jul 10 (EDT) (slmckay@

CONFIDENTIALITY NOTICE:

This e-mail transmission and any documents, files or previous e-mail messages attached to it may contain information that is
confidential, protected by the attorney/client or other privileges, and may constitute non-public information. It is intended to be
conveyed only to the designated recipient(s) named above.

Any unauthorized use, reproduction, forwarding, distribution or other dissemination of this transmission is strictly prohibited and
may be unlawful. If you are not an intended recipient of this email transmission, please notify the sender by return e-mail and
permanently delete any record of this transmission. Your cooperation is appreciated. To find out more Click Here.
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From: Ben Adida<ben@
Sent on: Tuesday, June 2, 2020 6:09:53 PM
To: Benjamin Hovland<bhovland@eac.gov>
Subject:Re: following up!

Great! Talk then.

On Tue, Jun 2, 2020 at 11:01 AM Benjamin Hovland <bhovland@eac.gov> wrote:

I’ll just call. Thanks!

From: Ben Adida <ben@
Sent: Tuesday, June 2, 2020 1:32 PM
To: Benjamin Hovland <bhovland@eac.gov>
Subject: Re: following up!

Would you prefer phone or Zoom? or I can set up a Zoom.

-Ben

On Tue, Jun 2, 2020 at 10:15 AM Benjamin Hovland <bhovland@eac.gov> wrote:

Great. Is there a number I should call?

Thanks,

Ben

From: Ben Adida <ben@
Sent:Monday, June 1, 2020 6:04 PM
To: Benjamin Hovland <bhovland@eac.gov>
Subject: Re: following up!

Hi Ben,

Sorry for the delayed response, this morning got busy fast. Today is a bit crazy even for the rest of the
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day, but Wed 4eastern works.

-Ben

On Mon, Jun 1, 2020 at 5:49 AM Benjamin Hovland <bhovland@eac.gov> wrote:

Hi Ben,

That would be great. Short notice, but would this afternoon (ET) be an option for you? I am fairly flexible at
this point. If not, would 4pm ET on Wednesday or noon on Thursday are also options. Let me know.

Thanks,

Ben

From: Ben Adida <ben@
Sent: Thursday, May 28, 2020 1:28 AM
To: Benjamin Hovland <bhovland@eac.gov>
Subject: following up!

Ben,

It was great chatting a few days ago, and thank you again for the opportunity to testify at the VVSG
hearing. We said we'd follow up, which I'd love to do. Is there a good time for you next week?

-Ben

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires
safeguarding or dissemination control under applicable law, regulation, or Government-wide policy.
This email, including all attachments, may constitute a Federal record or other Government property
that is intended only for the use of the individual or entity to which it is addressed. If you are not the
intended recipient or the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this
email or its contents is strictly prohibited. If you have received this email in error, please notify the
sender by responding to the email and then immediately delete the email.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires
safeguarding or dissemination control under applicable law, regulation, or Government-wide policy. This
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email, including all attachments, may constitute a Federal record or other Government property that is
intended only for the use of the individual or entity to which it is addressed. If you are not the intended
recipient or the employee or agent responsible for delivering the transmission to the intended recipient,
you are hereby notified that any dissemination, distribution, copying or use of this email or its contents
is strictly prohibited. If you have received this email in error, please notify the sender by responding to
the email and then immediately delete the email.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments, may
constitute a Federal record or other Government property that is intended only for the use of the individual or entity to which it is
addressed. If you are not the intended recipient or the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and then immediately delete
the email.
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From: mcoutts (Google Calendar)<mcoutts (Google
Calendar)>

Sent on: Wednesday, June 10, 2020 4:59:57 PM
To: jlovato@eac.gov
Subject: Accepted: VVSG 2.0 Meeting @ Fri Jun 12, 2020 1pm - 2pm (EDT) (jlovato@eac.gov)
Attachments: not supported calendar message.ics (2.08 KB), invite.ics (2.08 KB)

mcoutts
has accepted this invitation.

VVSG 2.0 Meeting
When Fri Jun 12, 2020 1pm – 2pm Eastern Time - New York

Where https://us02web.zoom.us/j/85758812425?pwd=cUtkdTh6L1A3aCtkenFiakFER2h0QT09 (map)

Calendar jlovato@eac.gov

Who
• jlovato@eac.gov

- organizer

• mcoutts

• slmckay@

• eburton

• pgeppert@

• ajoiner

• gwenyth.winship

• edwin.smith

• zshaw

• ian.piper@

• mharrington@eac.gov

• jack.cobb

• russ.dawson

• jfranklin

• cortiz

• kathy.rogers@

• matt@

• bhirsch

• jbowers

• paumayr

• ben@

• oletts

• tmapps@

• dmunoz

• smpearson@

• kay.stimson@

• sderheimer@
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• jfleming

We will discuss a high-level overview of the EAC's plans to address VVSG 2.0 and its associated documents. The agen

Join Zoom Meeting
https://us02web.zoom.us/j/85758812425?pwd=cUtkdTh6L1A3aCtkenFiakFER2h0QT09

Meeting ID: 857 5881 2425
Password: 173087
One tap mobile
+16699006833,,85758812425# US (San Jose)
+12532158782,,85758812425# US (Tacoma)

Dial by your location
+1 669 900 6833 US (San Jose)
+1 253 215 8782 US (Tacoma)
+1 346 248 7799 US (Houston)
+1 929 205 6099 US (New York)
+1 301 715 8592 US (Germantown)
+1 312 626 6799 US (Chicago)
888 788 0099 US Toll-free
877 853 5247 US Toll-free
Meeting ID: 857 5881 2425
Find your local number: 
https://us02web.zoom.us/u/kcYmTRfdom

Invitation from Google Calendar

You are receiving this email at the account jlovato@eac.gov because you are subscribed for invitation replies on calendar jlovato@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: Ben Adida<ben@
Sent on: Thursday, July 2, 2020 4:14:38 PM
To: Benjamin Hovland<bhovland@eac.gov>
Subject:Re: checking in

Great talk soon!

On Thu, Jul 2, 2020 at 8:03 AM Benjamin Hovland <bhovland@eac.gov> wrote:
Sorry, I left off that I can call you.

Sent from my iPhone

On Jul 1, 2020, at 5:04 PM, Ben Adida <ben@ wrote:

Yes, that works! Do you want to call me at or should I call you?

-Ben

On Wed, Jul 1, 2020 at 12:28 PM Benjamin Hovland <bhovland@eac.gov> wrote:

Would 2pm ET work for you tomorrow?

From: Ben Adida <ben@
Sent:Wednesday, July 1, 2020 1:53 PM
To: Benjamin Hovland <bhovland@eac.gov>
Subject: Re: checking in

Hi Ben,

Ah today is a mess. Tomorrow or Friday?

-Ben

On Tue, Jun 30, 2020 at 8:06 PM Benjamin Hovland <bhovland@eac.gov> wrote:

Short notice, but tomorrow has turned out to be fairly flexible for me if there is a
good time on your end. Let me know.
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Thanks,
Ben

Sent from my iPhone

> On Jun 30, 2020, at 3:09 PM, Ben Adida <ben@ wrote:
>
>
>
> Ben,
>
> I wanted to give you an update on our vote-by-mail work, whenever you have a
chance. No rush, let me know when might work for you.
>
> -Ben

--
Confidential Notice: This message may contain Controlled Unclassified
Information (CUI) that requires safeguarding or dissemination control under
applicable law, regulation, or Government-wide policy. This email,
including all attachments, may constitute a Federal record or other
Government property that is intended only for the use of the individual or
entity to which it is addressed. If you are not the intended recipient or
the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination,
distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the
sender by responding to the email and then immediately delete the email.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires
safeguarding or dissemination control under applicable law, regulation, or Government-wide policy. This
email, including all attachments, may constitute a Federal record or other Government property that is
intended only for the use of the individual or entity to which it is addressed. If you are not the intended
recipient or the employee or agent responsible for delivering the transmission to the intended recipient, you
are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and
then immediately delete the email.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires safeguarding or
dissemination control under applicable law, regulation, or Government-wide policy. This email, including all attachments, may
constitute a Federal record or other Government property that is intended only for the use of the individual or entity to which it is
addressed. If you are not the intended recipient or the employee or agent responsible for delivering the transmission to the
intended recipient, you are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and then immediately delete
the email.
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Invitation from Google Calendar

You are receiving this email at the account jlovato@eac.gov because you are subscribed for invitations on calendar jlovato@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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You are receiving this email at the account jlovato@eac.gov because you are subscribed for invitations on calendar jlovato@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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From: Google Calendar<calendar-notification@google.com> on behalf of ben@
Sent on: Tuesday, June 23, 2020 1:40:46 AM
To: jlovato@eac.gov
Subject: Declined: VVSG 2.0 Implementation Working Group Weekly Meeting @ Fri Jul 17, 2020 1pm

- 2pm (EDT) (ben@
Attachments: invite.ics (1.96 KB)

ben@
has declined this invitation with this note:
"Declined because I am out of office"

VVSG 2.0 Implementation Working Group Weekly Meeting
When Fri Jul 17, 2020 1pm – 2pm Eastern Time - New York

Where https://us02web.zoom.us/j/88536451488?pwd=OWNjcDBaVkJ1L2pjMDY2WFdaZ3R1QT09 (map)

Calendar ben@

Who
• jlovato@eac.gov

- organizer

• mcoutts

• eburton

• ajoiner

• gwenyth.winship

• zshaw

• mharrington@eac.gov

• jack.cobb

• russ.dawson

• jfranklin

• ginnyb

• matt@

• bhirsch

• jbowers

• paumayr

• ben@

• oletts

• mturne

• dmunoz

• smpearson@

• mary.brady@

• jfleming

• michael.walke

• msantos@

• edwin.smith

• ian.piper@

• cortiz
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From: Pamela Geppert<pgeppert@
Sent on: Thursday, July 16, 2020 8:28:39 PM
To: eburton
Subject:Accepted: Updated invitation: Hart Intercivic Verity 2.5 @ Tue Jul 21, 2020 11:30am - 12:15pm

(EDT) (pgeppert@
This message (including any attachments) is intended only for the use of the individual or entity to which it is
addressed and may contain information that is non-public, proprietary, privileged, confidential, and exempt
from disclosure under applicable law or may constitute as attorney work product. If you are not the intended
recipient, you are hereby notified that any use, dissemination, distribution, or copying of this communication is
strictly prohibited. If you have received this communication in error, notify us immediately by telephone and (i)
destroy this message if a facsimile or (ii) delete this message immediately if this is an electronic
communication. Thank you.
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To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.

EAC-0189



From: Jared Bernal <jbernal@
Sent on: Tuesday, July 28, 2020 1:13:48 PM
To: eburton
Subject: Accepted: Invitation: Hart Intercivic Verity 2.5 @ Weekly from 11:30am to 12:15pm on Tuesday from Tue Jul 28 to
Tue Oct 13 (EDT) (jbernal@

This message (including any attachments) is intended only for the use of the individual or entity to which it is addressed
and may contain information that is non-public, proprietary, privileged, confidential, and exempt from disclosure under
applicable law or may constitute as attorney work product. If you are not the intended recipient, you are hereby notified
that any use, dissemination, distribution, or copying of this communication is strictly prohibited. If you have received this
communication in error, notify us immediately by telephone and (i) destroy this message if a facsimile or (ii) delete this
message immediately if this is an electronic communication. Thank you.
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• dmunoz

• smpearson@

• mary.brady@

• jfleming

• Laskowski, Sharon J. Dr. (Fed)

• Wack, John P. (Ctr)

• aregenscheid@

• michael.walke

• msantos@

• edwin.smith

• ian.piper@

• cortiz

• kathy.rogers@

• wendy.owens

• aaron.wilson

• tmapps@

• kay.stimson@

• sderheimer@

• jcanter@

• Edwin Smith

• Wilburg, Patricia (Fed)

• Hallett, Tim

• Richbourg, Paige

more details »
Changed: 

Going (eburton ?All events in this series:
Yes -
Maybe -
Nomore options »
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ben@

• oletts

• dmunoz

• smpearson@

• mary.brady@

• jfleming

• Laskowski, Sharon J. Dr. (Fed)

• Wack, John P. (Ctr)

• aregenscheid@

• Howell, Gema E. (Fed)

• Carnahan, Lisa J. (Fed)

• michael.walke

• msantos@

• edwin.smith

• ian.piper@

• cortiz

• kathy.rogers@

• wendy.owens

• aaron.wilson

• tmapps@

• kay.stimson@

• sderheimer@

• jcanter@

• Edwin Smith

• Wilburg, Patricia (Fed)

• Hallett, Tim

• Richbourg, Paige

Join Zoom Meeting

Invitation from Google Calendar
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From: Google Calendar<calendar-notification@google.com> on behalf of ben@
Sent on: Tuesday, September 22, 2020 6:53:03 PM
To: jlovato@eac.gov
Subject: Accepted: RFI discussion @ Wed Sep 23, 2020 3pm - 3:30pm (EDT) (jlovato@eac.gov)
Attachments: invite.ics (609 Bytes)

ben@
has accepted this invitation.

RFI discussion
When Wed Sep 23, 2020 3pm – 3:30pm Eastern Time - New York

Calendar jlovato@eac.gov

Who
• jlovato@eac.gov

- organizer

• ben@

Invitation from Google Calendar

You are receiving this email at the account jlovato@eac.gov because you are subscribed for invitation replies on calendar jlovato@eac.gov.

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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g g@ g g@ g

To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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1

 

Subject: Texas EV 1.0 

Start: Mon 9/28/2020 2:00 PM
End: Mon 9/28/2020 3:00 PM

Recurrence: (none)

Meeting Status: Accepted

Organizer: Pearson, Steve

Hopefully you all can attend. Talk to you soon. 
 
Thanks, 
Steve 
 
 
 
 
________________________________________________________________________________ 
Join Microsoft Teams Meeting<https://teams.microsoft.com/l/meetup-
join/

 
Learn more about Teams<https://aka.ms/JoinTeamsMeeting> | Meeting 
options<https://teams.microsoft.com/meetingOptions/

 
[https://sft.essvote.com/images/InstLogos/logobig_1216.png] 
This message (including any attachments) is intended only for the use of the individual or entity to which it is addressed. 
Help<https://support.office.com/en-us/article/join-a-teams-meeting-078e9868-f1aa-4414-8bb9-ee88e9236ee4> | 
Legal<https://www.essvote.com/legal/> 
________________________________________________________________________________ 
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Subject: ExpressVote 1.0 Followup

Start: Wed 9/30/2020 4:30 PM
End: Wed 9/30/2020 5:00 PM

Recurrence: (none)

Meeting Status: Not yet responded

Organizer: Pearson, Steve

 
 
 
 
________________________________________________________________________________ 
Join Microsoft Teams Meeting<https://teams.microsoft.com/l/meetup-
join/

 
 
Learn more about Teams<https://aka.ms/JoinTeamsMeeting> | Meeting 
options<https://teams.microsoft.com/

[https://sft.essvote.com/images/InstLogos/logobig_1216.png] 
This message (including any attachments) is intended only for the use of the individual or entity to which it is addressed. 
Help<https://support.office.com/en-us/article/join-a-teams-meeting-078e9868-f1aa-4414-8bb9-ee88e9236ee4> | 
Legal<https://www.essvote.com/legal/> 
________________________________________________________________________________ 

(b) (6)

(b) (6)

EAC-0206



EAC-0207



o stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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U.S. Election Assistance Commission Public Hearing 

VVSG 2.0 Requirements Hearing 3: Manufacturers & Voting System Test Labs 
 

Wednesday, May 20, 2020 
1:30 p.m. – 3:30 p.m. Eastern 

Livestreamed on YouTube 
 

AGENDA 
Call to Order 
Roll Call 
Adoption of Previous Meeting Minutes 
Adoption of the Agenda 
 
Introductory Remarks 

• Ben Hovland, Chairman, U.S. Election Assistance Commission 
• Don Palmer, Vice Chair, U.S. Election Assistance Commission 
• Tom Hicks, Commissioner, U.S. Election Assistance Commission 
• Christy McCormick, Commissioner, U.S. Election Assistance Commission 

 
Panel I: Manufacturers  

• Steve Pearson, Sr. Vice President of Certification, ES&S 
• Ian Piper, Director, Federal Certification, Dominion 
• Edwin Smith, Director, Global Services and Certification, Smartmatic 
• Bernie Hirsch, Chief Information Officer, MicroVote 
• McDermot Coutts, Chief Software Architect & Director of Software Development, Unisyn 
• Ben Adida, Executive Director, VotingWorks 
• Jim Canter, Chief Technology Officer, Hart 
• Russ Dawson, Federal Certification Program Manager, Clear Ballot Group 

 
Panel II: Voting System Testing Labs  

• Mike Santos – Senior Test Manager, SLI Compliance 
• Jack Cobb – Co-founder and Laboratory Director, Pro V&V, Inc. 

 
 

Public Testimony 
Closing Remarks – Chairman Hovland 
Adjournment 
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U.S. Election Assistance Commission VVSG 2.0 Implementation Working Group Agenda 
June 26, 2020 

1. Roll call
2. Review the goal of the working group
3. Provide overview of public comments received
4. Review a sample of manufacturer comments
5. Explain test assertion process
6. Outline agenda for next meeting
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Senior Advisor
U.S. Election Assistance Commission

│ www.eac.gov(b) (6)
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+13462487799,,88536451488# US (Houston)

Dial by your location

+1 253 215 8782 US (Tacoma)

+1 346 248 7799 US (Houston)

+1 669 900 6833 US (San Jose)

+1 301 715 8592 US (Germantown)

+1 312 626 6799 US (Chicago)

+1 929 205 6099 US (New York)

877 853 5247 US Toll-free

888 788 0099 US Toll-free

Meeting ID: 885 3645 1488

Find your local number: https://us02web.zoom.us/u/kbZZnXFAUV

Going ( All events in this series: Yes - Maybe - No more options »

Invitation from Google Calendar

You are receiving this courtesy email at the account because you are an attendee of this event.

To stop receiving future updates for this event, decline this event. Alternatively you can sign up for a Google account at
https://www.google.com/calendar/ and control your notification settings for your entire calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that
requires safeguarding or dissemination control under applicable law, regulation, or Government-
wide policy. This email, including all attachments, may constitute a Federal record or other
Government property that is intended only for the use of the individual or entity to which it is
addressed. If you are not the intended recipient or the employee or agent responsible for
delivering the transmission to the intended recipient, you are hereby notified that any

(b) (6)

(b) (6)
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dissemination, distribution, copying or use of this email or its contents is strictly prohibited. If you
have received this email in error, please notify the sender by responding to the email and then
immediately delete the email.

The information contained in this message may contain privileged, and confidential information, and be
protected from disclosure. If you are not the intended recipient, or an employee, or agent responsible for
delivering this message to the intended recipient, you are hereby notified that reading, using, copying,
disseminating or, distributing this communication is strictly prohibited. If you have received this
communication in error, please notify us immediately by return e-mail or by calling 732-942-3999 and
permanently delete the message and any attachments from your computer.
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From: Zoom<no-reply@zoom.us>
Sent on: Friday, June 26, 2020 5:58:02 PM
To: jlovato@eac.gov
Subject:Cloud Recording - VVSG 2.0 Implementation Working Group Weekly Meeting is now available
Hi Jerome Lovato,

Your cloud recording is now available.

Topic: VVSG 2.0 Implementation Working Group Weekly Meeting
Date: Jun 26, 2020 12:52 PM Eastern Time (US and Canada)

For host only, click here to view your recording (Viewers cannot access this page):
https://us02web.zoom.us/recording/

Share recording with viewers:
https://us02web.zoom.us/rec

Password:

Thank you for choosing Zoom.
-The Zoom Team
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(b) (6)

(b) (6)
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U.S. Election Assistance Commission VVSG 2.0 Implementation Working Group Agenda 

July 10, 2020 

 

1. Roll call 

2. Review test assertions for Requirements: 1.2-A – Assessment of accuracy, 1.2-C – Ballot position distribution, and 1.2-D – Mark quality 

 

Test Assertions 

VVSG 
2.0 

Section 

Title Requirement Discussion Test Assertion 

1.2-A Assessment of 
accuracy 

The voting system’s accuracy must be 
assessed by using a combination of 
evidence items gathered during the 
entire course of testing, including: 
1. A measurement of how accurately 
voter marks are recognized as valid or 
not valid according to manufacturer 
specifications. 

2. A measurement of how accurately 
voter marks are tabulated and 
reported as results. 

3. An assessment of whether the 
remaining VVSG requirements are 
satisfied.  

A voting system cannot be determined 
as accurate without some uncertainty; 
thus, a judgement must be made based 
on evidence. In this case, a volume test 
is used under real-world conditions, 
and evidence collected throughout the 
test campaign as to whether the voting 
system satisfies all other relevant VVSG 
requirements. 

 

1.2-C Ballot position 
distribution 

The ballot positions must be spread 
across devices according to a typical 
volume per device in a typical 
election. 

The test lab determines the typical 
volume per device and then spreads the 
number of ballot positions to be tested 
accordingly across the devices, for 
example, 10% to the ballot marking 
device (BMD), 40% to the voter facing 
scanner, etc. 

 

1.2-D Mark quality For devices that read and interpret 
human-made marks on ballots, the 
mark quality of the marks must be 
spread across the manufacturer’s 
published specifications for valid 
marks and invalid marks according to 
expected distributions in typical 
elections. 

The goal of this requirement is to model 
real-world conditions. The test lab 
would prepare, using the 
manufacturer’s specifications for valid 
marks, a set of test ballots in which 
mark quality will vary as it would in 
typical elections. In the case of marks 
that are borderline valid or invalid, a 

 

EAC-0227



VVSG 
2.0 

Section 

Title Requirement Discussion Test Assertion 

scanner may flag the marks as requiring 
adjudication. 
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From: Jessica Bowers
Sent on: Wednesday, July 15, 2020 6:33:02 PM
To: Jerome Lovato<jlovato@eac.gov>
Subject: FW: draft agenda for Friday's telecon
Attachments:VVSG 2 Implementation WG Agenda 07-17-2020.pdf (77.06 KB), VVSG 2 Implementation

WG Agenda 07-17-2020.docx (14.47 KB)

From:Wack, John P. (Ctr)
Sent:Wednesday, July 15, 2020 12:27 PM
To: Brady, Mary C. (Fed) < Jessica Bowers
Subject: Re: draft agenda for Friday's telecon

Thanks, John
--
John P. Wack

From: "Brady, Mary C. (Fed)"
Date:Wednesday, July 15, 2020 at 2:21 PM
To: "Wack, John P. (Ctr)" Jessica Bowers
Subject: Re: draft agenda for Friday's telecon

Mary

From: "Wack, John P. (Ctr)"
Date:Wednesday, July 15, 2020 at 2:13 PM
To: Jessica Bowers "Brady, Mary C. (Fed)"
Subject: Re: draft agenda for Friday's telecon

Cheers, John
--
John P. Wack

From: Jessica Bowers >
Date:Wednesday, July 15, 2020 at 1:53 PM
To: "Wack, John P. (Ctr)" , "Brady, Mary C. (Fed)"
Subject: RE: draft agenda for Friday's telecon
Hi John,

(b) (6)

(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)
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Thanks,
Jessica

From:Wack, John P. (Ctr)
Sent:Wednesday, July 15, 2020 11:19 AM
To: Brady, Mary C. (Fed) < Jessica Bowers
Subject: Re: draft agenda for Friday's telecon
Hi Jessica,

Cheers, John
--
John P. Wack
J

From: "Brady, Mary C. (Fed)"
Date:Monday, July 13, 2020 at 3:11 PM
To: "Wack, John P. (Ctr)" Jessica Bowers
Cc:Mona Harrington <mharrington@eac.gov>
Subject: FW: draft agenda for Friday's telecon
+ Jessica Bowers
Jessica,

Mary

From: "Wack, John P. (Ctr)"
Date:Monday, July 13, 2020 at 3:06 PM
To: "Brady, Mary C. (Fed)"
Subject: draft agenda for Friday's telecon
Hi Mary,

(b) (6)

(b) (6) (b) (6)

(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (6)

(b) (6)

(b) (5)

(b) (5)

(b) (5)

(b) (5)
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Cheers, John
--
John P. Wack

Confidential Notice: This message may contain Controlled Unclassified Information (CUI) that requires
safeguarding or dissemination control under applicable law, regulation, or Government-wide policy. This
email, including all attachments, may constitute a Federal record or other Government property that is
intended only for the use of the individual or entity to which it is addressed. If you are not the intended
recipient or the employee or agent responsible for delivering the transmission to the intended recipient, you
are hereby notified that any dissemination, distribution, copying or use of this email or its contents is strictly
prohibited. If you have received this email in error, please notify the sender by responding to the email and
then immediately delete the email.
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Agenda for VVSG 2.0 Implementation Working Group Telecon 
July 17, 2020 
 
Focus for this meeting is on the requirements in Principle 1, Guideline 1 and, if there is time, 
Guidelines 2 and 3.  These are the major functional requirements for voting systems and, in 
some cases, certain devices within the voting system.  Most of the requirements can be tested 
via demonstration and test cases are not necessarily needed.  The intention of this telecon is to 
address major themes in the comments as opposed to each and every comment. 
 
The requirements in P1.1 are largely inherited from the 2007 TGDC Recommendations, which 
themselves were reorganizations of similar requirements spread throughout VVSG 1.0.  There 
are currently organized into the following sections: 
 

• Election definition 

• Equipment setup 

• Opening the polls 

• Ballot activation 

• Casting 

• Recording voter choices and ballot handling 

• Closing the polls 

• Tabulation 

• Reporting 
 
Major themes in the comments include: 
 

1. Manner in which the requirements are written, including making them clearer.  We can 
go over several examples but there is no need to address them all. 

 
2. Common data formats and requiring them within the voting system.   

 
3. L&A testing and whether a different method for testing election setup is preferred. 

 
4. Requirements that may needlessly prevent some voting system operations or reflect a 

non-understanding of election needs.   
 
The telecon will focus on these major themes and address the relevant requirements 
accordingly.  
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Agenda for VVSG 2.0 Implementation Working Group Telecon 
July 17, 2020 
 
Focus for this meeting is on the requirements in Principle 1, Guideline 1 and, if there is time, 
Guidelines 2 and 3.  These are the major functional requirements for voting systems and, in 
some cases, certain devices within the voting system.  Most of the requirements can be tested 
via demonstration and test cases are not necessarily needed.  The intention of this telecon is to 
address major themes in the comments as opposed to each and every comment. 
 
The requirements in P1.1 are largely inherited from the 2007 TGDC Recommendations, which 
themselves were reorganizations of similar requirements spread throughout VVSG 1.0.  There 
are currently organized into the following sections: 
 

• Election definition 

• Equipment setup 

• Opening the polls 

• Ballot activation 

• Casting 

• Recording voter choices and ballot handling 

• Closing the polls 

• Tabulation 

• Reporting 
 
Major themes in the comments include: 
 

1. Manner in which the requirements are written, including making them clearer.  We can 
go over several examples but there is no need to address them all. 

 
2. Common data formats and requiring them within the voting system.   

 
3. L&A testing and whether a different method for testing election setup is preferred. 

 
4. Requirements that may needlessly prevent some voting system operations or reflect a 

non-understanding of election needs.   
 
The telecon will focus on these major themes and address the relevant requirements 
accordingly.  
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To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar.

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, or invite others
regardless of their own invitation status, or to modify your RSVP. Learn More.
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• smpearson

• mary.brady

• jfleming

• Laskowski, Sharon J. Dr. (Fed)

• Wack, John P. (Ctr)

• aregenscheid

• Howell, Gema E. (Fed)

• Carnahan, Lisa J. (Fed)
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• Edwin Smith
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• Hallett, Tim

• Richbourg, Paige

Join Zoom Meeting
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• Edwin Smith
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• Howell, Gema E. (Fed)

• Carnahan, Lisa J. (Fed)

• Kevin Rayburn

• michael.walke

• msantos

• edwin.smith

• ian.pipe
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• kathy.rogers

• wendy.owens
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• Hallett, Tim
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From: Jerome Lovato<jlovato@eac.gov>
Sent on: Thursday, July 16, 2020 7:26:31 PM
To: Maurice Turner<
Subject: Re: Invite List for VVSG Implementation Working Group
Attachments:VVSG 2.0 Implementation Working Group Contact List.xlsx (11.76 KB)

I have attached the spreadsheet. Will you be using a different Zoom link than the one that is already set up? If
we are using the same link, I would like to add you as a co-host but IT would have to configure the Zoom
settings to provide that capability.

On Thu, Jul 16, 2020 at 2:45 PM Maurice Turner < wrote:
Hi Jerome,

Can you send me the names & email addresses of everyone that should be invited to tomorrow’s call? I’d
like to send out the invitation along with the agenda before 5pm. Thanks.

Maurice Turner
Senior Advisor
U.S. Election Assistance Commission

│ www.eac.gov(b) (6)
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(b) (6)
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Name Organization Title Email

Aaron Wilson CIS aaron.wilson

Amanda Joiner EAC ajoiner

Andrew Regensheid NIST aregenscheid

Ben Adida VotingWorks ben

Bernie Hirsch MicroVote bhirsch

Chris Ortiz Unisyn cortiz

Danielle Munoz EAC dmunoz

Eugene Burton EAC eburton

Edwin Smith Smartmatic edwin.smith

Ginny Badanes Microsoft ginnyb

Gwenyth Winship Clear Ballot gwenyth.winship

Ian Piper Dominion ian.piper

Jack Cobb Pro V&V jack.cobb

Jessica Bowers EAC jbowers

Jim Canter Hart jcanter

Jessica Fleming EAC jfleming

Joshua Franklin EAC jfranklin

John Wack NIST john.wack

Kathy Rogers ES&S kathy.rogers

Kay Stimson Dominion kay.stimson

Mary Brady NIST mary.brady

Matt Pasternack VotingWorks matt

McDermot Coutts Unisyn mcoutts

Mona Harrington EAC mharrington@eac.gov

Michael Walker Pro V&V michael.walker

Mike Santos SLI msantos

Maurice Turner EAC mturner

Olivia Letts EAC oletts

Patricia Wilburg NIST patricia.wilburg

Paul Aumayr EAC paumayr

Russ Dawson Clear Ballot russ.dawson

Sam Derheimer Hart sderheimer

Sharon Laskowski NIST sharon.laskowsk

Steve Pearson ES&S smpearson

Tim Hallett ES&S tjhallett

Traci Mapps SLI tmapps

Wendy Owens Pro V&V wendy.owens

VVSG 2.0 Implementation Working Group Contacts
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Hart InterCivic, Inc.  •  PO Box 80649  •  Austin, TX 78708-0649  •  800.223.HART  •  Fax 800.831.1485 
info@hartic.com  •  www.hartintercivic.com 

June 30, 2020 
 
U.S. Election Assistance Commission (EAC) 
1335 East West Highway, Suite 4300 
Silver Spring, MD 20910 
 
Mona Harrington  
Jerome Lovato  
 
 
RE: VVSG 2.0 Requirements comments  
 
 
Mona & Jerome,  

Thanks again for the opportunity to continue the discussion around the VVSG 2.0 Requirements. 
We’re definitely not blind to the stress placed on you guys to get this right and get it right fast. 
We want the same thing.  
 
In Friday’s meeting you asked the manufacturers to highlight specific Requirements that pose 
challenges, accompanied by additional detail on technical feasibility. In Hart’s original submitted 
comments, you’ll find detailed feedback on both the strict language and impact of each 
Requirement, including an explanation on why the language poses a challenge.   
 
Feasibility is measured in a variety of ways, and our comments were drafted with citations to one 
or more key factors that will impact feasibility. Primarily, these factors include technical hurdles, 
cost of goods, time to market, and usability (i.e., impact on the end user). Additionally important 
to this discussion is the understanding that feasibility is also an evaluation on the quality of the 
Requirement itself, and we drafted our response with a focus on listing those deficiencies in the 
Requirements as written.  
 
A good example of one of our comments that includes this detail already is on Requirement 
6.1.D Audio Privacy. The draft language states that “Audio during the voting session must be 
audible only to the voter.” This is a great example of a well-intended Principle that lacks 
necessary technical specificity. Unfortunately, without a measurable number of decibels and a 
standard for distance between voting stations, “audible” is little more than a subjective standard 
which we have no calculable way to attain. Without more detail, our only ability to comply 
would be to supply more expensive, noise-canceling headphones, and so, in our comments we 
note that “cost” will be impacted. However, it is entirely possible that we may be able to comply 
with the Requirement without the need for more expensive equipment, but the Requirement 
doesn’t provide us a path to get there. As it stands, we would need to initiate an RFI to know.  
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Hart InterCivic, Inc.  •  PO Box 80649  •  Austin, TX 78708-0649  •  800.223.HART  •  Fax 800.831.1485 
info@hartic.com  •  www.hartintercivic.com 

Another good example – one that demonstrates a challenge shared across the industry – is on 
11.3.1-B Multi-factor Authentication for Critical Operations. We state in our response: “Cost. It 
will increase cost to the system to add multi-factor authorization to voting devices.” This aligns 
with, among others, OSET’s response #26, in which they state that OSET “…cautions against 
Sec. 11.3.1-B’s requirement that multi-factor authentication (MFA) be required for opening and 
closing the polls at in-person polling places.” OSET goes on to list other reasons why it is not 
feasible, all of which Hart agrees with wholeheartedly. We highlight this specific case because it 
serves as a good example of an industrywide challenge in a specific VVSG 2.0 Requirement.  
 
As highlighted above, feasibility starts with viable Requirements. And so, in our submitted 
comments we call specific attention to those Requirements that lack the specificity and detail 
necessary for us to provide meaningful feedback on feasibility.  
 
We highly recommend that NIST bring in support staff with experience in the IEEE Computer 
Society Standard 830-1998. Scientists trained in the IEEE standard can provide an unbiased, 
expert analysis on the maturity and readiness of the Requirements.  
 
As we’ve cited previously, a good example of an ambiguous Requirement can be found in 
Requirement 9.4-A, Efficient Compliance Audit, which states “The voting system must produce 
records to enable an efficient compliance audit.” This is the extent of the Requirement as drafted. 
What is “efficient?” How is it measured? We can’t provide an analysis of our roadblocks to 
compliance without understanding exactly what is being tested.  
 
Ultimately, we cannot assess what we do not understand. And if not understood, feasibility 
cannot be determined. 
 
We drafted our submitted comments with the hope that they will point you to Requirements that 
need a bit more bake time. And we would be more than happy to set up a call in which our 
experts can walk the EAC’s VVSG team through our comments to provide direct feedback on 
the challenges manufacturers and VSTLs will face if the Requirements are not supplemented 
with additional information. Just let us know, and we’ll get something set up.  
 
This is going to take a full team effort, and you have our commitment to dedicate whatever 
resources are necessary to help the EAC adopt an updated VVSG sooner-rather-than-later. Please 
consider us a resource and let us know how we can continue to provide value in this process.  
 
 
–The Hart InterCivic VVSG team  
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A Note About Good Requirements 

A primary objective in the review of the VVSG 2.0 Requirements is to determine its readiness to use the 

guidelines as written for development of VVSG 2.0 compliant voting systems. For each of the fifteen 

principles, Hart reviewed every requirement against best practices as defined by IEEE Computer Society, 

Standard 830-1998, IEEE Recommended Practice for Software Requirements. Per IEEE 830-1998, 

characteristics of a good requirement must be: 

• Correct 

• Unambiguous 

• Complete 

• Consistent 

• Ranked for importance and/or stability 

• Verifiable 

• Modifiable 

• Traceable 

Unambiguous is a key characteristic of a good requirement. IEEE 830-1998 defines an unambiguous 

requirement as “…every requirement stated therein has only one interpretation.” Unfortunately, many 

of the VVSG 2.0 Requirements, as currently drafted, fail to achieve this standard. While Hart’s 

submission will provide specific comments on the ambiguity of the requirements, one example is useful 

to provide context to drive the importance of unambiguous requirements.  

Within Principle 9, there is this the goal for “efficient” audits. As a high-level Principle, this is good, but 

as a Requirement, the language is ambiguous: “9.4-A, Efficient compliance audit.” This is the extent of 

the requirement as drafted. But what does “efficient” mean and how is it measured? The requirement is 

silent on this, and thus fails to meet many of the eight characteristics of a good requirement per the IEEE 

specification, most importantly, unambiguous.  

The example provided is just one of a serial problem that exists throughout the VVSG 2.0 specification 

that must be addressed to be an effective guide in the development of compliant systems. Without it, 

there will be a high dependency on the Test Assertion process, which will slow manufacturers’ ability to 

engineer the systems, or there will be a high use of the EAC’s RFI (Request for Information) process to 

add clarity to an insufficiently drafted Requirement, resulting in the further dampening of efforts to 

build compliant systems. The best approach is to follow good, well proven, requirements generation as 

defined by the IEEE. 
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Principle 1: High Quality Design 
The Requirements in Principle 1 include many of the basic functions of a voting system and are generally 

well drafted and well-intended. However, several of the Requirements in Principle 1 suffer from similar 

issues: 

• Requirement writing that is not precise and unambiguous. When a Requirement can be 

interpreted in multiple ways, or does not appear to be measurable, it is challenging to 

build a system that complies. 

• Attributing the responsibility for meeting a Requirement to something that cannot take 

action. For example, multiple Requirements state that the “election definition” must 

take a specific action. Since an election definition consists of data only and cannot take 

actions, it is unclear which components of the voting system must meet the 

Requirement. 

• There are multiple Requirements in this section that are duplicates of Requirements in 

other sections but are written differently here. This duplication will lead to conflicting 

interpretations and ambiguity in the standard as a whole. 

• Some Requirements appear to be outside of the existing scope of the VVSG, such as 

Requirements stating that electronic poll books must be tested in some situations. 

 

Section 1.1 

Our primary concern in section 1.1 is that multiple requirements appear to conflict with, or not allow, 

system functionality required by state and local laws and/or rules.  

Specifically: 

• There are requirements that would prevent our customers from continuing to use some 

commonly used L&A test processes. 

•  There are requirements that appear to disallow a common form of ballot construction 

where all contests from all parties are placed on a single ballot in an open primary. This 

ballot layout is required in multiple states. 

• There are requirements that disallow a commonly used workflow, where polls are closed for 

Election Day voting and then reopened to process additional, usually absentee, ballots. 

Again, this is currently required in multiple states. 

• There are requirements that mandate the use of unique identifiers on ballots. While this 

practice is useful for Risk-Limiting Audits, it is also illegal in multiple states. 

 

Additionally, this section redefines what must be in a cast vote record (CVR). Our primary concerns are: 

• Some requirements introduce security risks. 

• Other requirements will inflate the size of a CVR, incurring additional cost or slowing 

performance. All of these items could be provided in a system export, rather than in the CVR 

itself, without affecting cost or Election Night performance.  
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2.7.1-J Radiated radio frequency 
emissions 

This requirement is not 
measurable; procedure is not 
defined. 
 
Appears to be the same as 2.7.1-
B-1: 1. "Voting devices located in 
polling places must comply with 
Class B requirements." Class B 
requirements include both 
Radiated and Conducted 
emissions. 

 

  

EAC-0289



EAC-0290



EAC-0291



   
 

33 
 

Principle 4: Interoperable 
Hart was actively involved in Common Data Format discussions, as early as 2014 when John Wack 

hosted initial working sessions at NIST. While the concepts of Interoperability and Common Data 

Formats are both noble approaches, they are very different in their practical implementation and 

usages. Throughout Principle 4, Interoperability, voting devices or voting system (which per the glossary 

includes voting devices) are defined as the primary target voting components utilizing interoperability. 

Principle 4, requirement 4.1-A best sums up the challenges with all operability requirements using NIST 

CDFs: 

4.1-A – Data export and exchange format: Voting devices must include support for the NIST SP Common 

Data Format (CDF) specifications for data inputs and output: 

1. Election programming and results reporting data, NIST SP 1500-100 

2. Election event logging data, NIST SP 1500-101 

3. Cast vote records, NIST SP 1500-102 

4. Voter registration-related data, NIST SP 1500-104 

The challenges with 4.1-A, and subsequent requirements, is that voting devices are required to support 

the import or export of the CDFs directly. In CDF meetings chaired by John Wack, the manufacturers 

were very transparent that this is an unrealistic goal. It was agreed upon, however, that CDF utilization is 

realistic and possible as routed through the election management system, allowing the common data 

format to be converted to/from manufacturer device-specific data formats. This is best explained in a 

diagram: 

As written in VVSG 2.0   

 
  

As discussed throughout CDF development   

 
  

In fact, the sensitivity of direct-device support of CDF was implicitly stated in December 03, 2018 email 

by Wack, in which he stated “A note of clarification: the CVR spec deals with what can be put into a CVR 

and how the data is structured, but the CDF specs do not contain requirements for mandating their use 

with any particular class of devices nor will we be discussing such requirements on this telecon. ” 

[emphasis added]. 
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There are practical limitations not considered in the drafting of Interoperability in the VVSG 2.0 

specification. These include, but are not limited to: 

1. Security 

a. Across manufactures, all voting devices control data input through security validation, 

be it encrypted data and/or nonrepudiation methods. The EMS and the devices share 

security keys needed for information exchange, such as election programming data. As 

the VVSG 2.0 is written, chain of trust to ensure that only trusted election programming 

data is imported into a device is not considered. Without the involvement of the EMS to 

bridge the CDF data from an untrusted party to the device, it is not possible, nor should 

it be allowed, to import data. All imported data into a voting device must be from a 

trusted source, and the only way to ensure trust is through tight security relationship.  

b. Similarly, all data exported from a device should be validated as trustworthy through 

encrypted and/or nonrepudiation methods. VVSG Principle 5 does not take this into 

account for data exported from a voting device. There are provisions into the VVSG 2.0 

that account for report signing as exported from the Election Management System but 

bringing third party ley exchange into the devices is not considered, nor recommended 

as a safe and viable security practice.  

2. Data Encoding via XML. As written CDFs are written as XML documents. Voting devices, by their 

nature are not inherently provisioned with hardware resources to process XML documents, 

which can grow very large based on the amount of data being imported or exported. Voting 

system manufacturers have optimized data imports and exports to/from the voting devices to 

account for small footprint resource requirements and adding the overhead to support XML 

documents imported/exported from the devices directly added unneeded and costly overhead. 

The Election Management System is tailored for this type of document exchange, and it 

provision to convert CDF formatted data to/from the needs of the devices.  

3. One of the CDF requirements as listed is the election programming. It is unrealistic to believe 

that this in and of itself meet the requirements for voting devices to operate. Election data such 

as precinct, parties, contests, candidates, etc., as certainly core, and common components of 

the data required for a voting device to operate, but it is not limited to this, and manufacturer 

specific data and jurisdictional specific data not found in the CDF is also required. Thus, the EMS 

cannot be eliminated from voting device programming. Therefore, CDF programming data 

should be imported into the EMS, combined/merged with device/manufacturers/jurisdiction 

specific data, and then exported out of the EMS and into the devices through the air-gapped 

methods.  

VVSG 2.0 goals for common data formats is realizable if the expectation first agreed upon between NIST 

and the manufacturers are met with the specification, that being voting devices to not directly need to 

support CDF imports and exports, that the Election Management System will be responsible for CDF-

to/from-Device specific formats. Without EMS involvement, attainment of this principle as written is not 

realistically possible. 

Unrelated to Common Data Formats, CDFs, but falling within Principle 4, is the requirement for 

“standard device interfaces,” 4.3-A, “Standard, common hardware interfaces and protocols must be 

used to connect devices.” What this highly prescriptive requirement fails to consider is manufacturers 

intentionally use non-standard interfaces and/or protocols as a method of security. Intentional 
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4.1-C Tabulator report data "Tabulation process" is 
undefined, requirement should 
specify tabulation performed 
within the EMS. 
 
Requirement states import and 
export, but not all EMS 
tabulation allow importing of 
election results. Needs strict 
definition of import and export 
requirements. 
 

 

4.1-D Exchange of cast vote 
records (CVRs) 

This requirement should call the 
specific CDF specification being 
referenced.  
 
Requirement states import and 
export, but not all EMS 
tabulation and audit allow 
importing of cast vote records. 
Needs strict definition of import 
and export requirements.  
 
"Casting tabulation audit 
processes" should specify as 
performed within the EMS. 
 

 

4.1-E Exchange of voting device 
election event logs 

This requirement should call the 
specific CDF specification being 
referenced.  
 
Requirement states import and 
export, but logs should only be 
imported into a log aggregation 
system within the EMS, other 
components of the EMS should 
not be required to import CDF 
log data.  Needs strict definition 
of import and export 
requirements across EMS 
components. 
 
Should not explicitly call out 
voting devices but rather the 
exchange of election event logs 
through the EMS. 
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4.2-A Standard formats This is an open-ended 
requirement with no 
measurement criteria. 
 
This is not measurable as who 
determines "where possible".  
 

 

4.3-A Standard device interfaces What constitutes "a device"?  
What is the definition of 
"standard, common hardware 
interface." Who defines 
“standard” and “common”? 

Security 
Highly prescriptive. This 
requirement does not allow 
manufactures flexibility to 
compete with enhanced 
interfaces. 
 
This requirement conflicts with a 
core security method of 
hardware obfuscation. 
 
For example, if USB as a 
standard protocol is used does 
this requirement mean that the 
physical port on a voting device 
must use USB as is defined, or 
can the port be obfuscated to 
enhance security? 
 
Another example, using one 
communication protocol over a 
different physical protocol 
connection for usability and/or 
security. 
 

4.4-A COTS devices meet 
applicable requirements 

As written the requirement 
should call out the specific VVSG 
requirements. Who determines 
what is applicable? 
 
Suggestion 
Reword the requirement: 
 
“Devices are allowed in a system 
as long as the system as a whole 
meets VVSG requirements.” 
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device, are accessibility features 
still required on the paper ballot 
scanner? 
 

7.3-I Undervotes Is a configuration in which poll 
worker approval is required to 
submit a ballot with undervotes 
allowed under VVSG 2.0? 
 

 

7.3-K Warnings, alerts, and 
instructions 

This requirement is over 
specified. In cases of system 
malfunction the voter is not 
expected to correct the 
situation and should not be 
presented with information on 
the nature of the problem. The 
voter simply needs to know to 
notify a poll worker; the poll 
worker should be presented 
with information to resolve the 
problem. 
 

Cost/Usability 
If all system malfunction 
messages must be transmitted 
into all voter languages, despite 
voters not needing to 
troubleshoot, translation and 
recording costs will go up 
significantly. 

7.3-M Identifying languages 7.3-M #2 needs clarification, as 

there are multiple ways this 

requirement could be 

interpreted. 

 

 

7.3-N Instructions for voters Phrasing of this requirement 
conflicts with the discussion - 
"must provide voters with 
instructions for all its operations 
at any time", seems to disallow 
contest sensitive help and 
conflict with sub-requirement 
#3. 
 

 

7.3-O Instructions for election 
workers 

This requirement is not 
measurable. 
 

 

7.3-P Plain language Troubleshooting a technical 
issue often requires language 
that is precise but not plain; 
there needs to be exceptions for 
these kinds of situations. 
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