June 15, 2022

The Honorable Isaac G. Bryan, Chair
The Honorable Kelly Seyarto, Vice Chair
The Honorable Steve Bennett

The Honorable Evan Low

The Honorable Chad Mayes

The Honorable Kevin Mullin

The Honorable Blanco Rubio

California State Assembly Committee on Elections
Legislative Office Building

Room 365

1020 N Street

Sacramento, California

Re: SB 1480 STRONG OPPOSE
Dear Chair Bryan, Vice Chair Seyarto and members of the Committee,

As members of the computer science, cybersecurity, and election integrity
communities, we are writing to share information on the scientific conclusions
regarding the insecurity of Internet voting, and to urge you in the strongest possible
terms to vote NO on SB 1480.

SB 1480 (Glazer) would allow voters with disabilities to vote by facsimile,
and with today’s telephonic networks, that means these ballots will be sent over the
Internet. SB 1480 would also permit the Secretary of State to certify an online
ballot return system. Sending voted ballots over the Internet, by facsimile,
electronic ballot return system, or any other means, creates profound, dangerous,
and currently unsolvable security vulnerabilities. Put simply, online voting is
unacceptably insecure for public elections—as the National Academies and Federal
security agencies agree. There is no technology currently available or expected in
the foreseeable future that can adequately secure elections when ballots are faxed
or electronically transmitted over the Internet. SB 1480 would exponentially
increase the number of ballots that could be transmitted over the Internet,
profoundly weakening the security and integrity of California’s elections.


https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202120220SB1480

At a time when election security and public confidence of our elections are
under attack, increased electronic return of voted ballots, whether from a phone,
tablet, or computer, is simply not safe or secure, and will erode confidence and
trust in elections. Furthermore, with the ongoing conflict in Ukraine, the threat of
Russian cyber attacks on our election infrastructure has escalated.! Election
systems have been recognized as part of our critical infrastructure? and must be
treated as a national security asset. Now is not the time to be adopting election
processes that are known to be vulnerable to hackers.

Federal security agencies have urged States not to adopt online voting.

Online voting has been rejected as unacceptably insecure by the Department
of Homeland Security, FBI, and the National Institute of Standards and
Technology,® the Senate Select Committee on Intelligence* and the National
Academies of Science, Engineering and Medicine.> Among computer scientists,
national election security experts and federal security agencies, there is no debate:
online voting cannot be adequately secured for governmental elections.

In 2020, the Department of Homeland Security (DHS), the U.S. Election
Assistance Commission, the Federal Bureau of Investigation, and the National
Institute of Standards and Technology issued a risk-assessment to state officials
which expressly stated:

“...we recommend paper ballot return as electronic ballot return
technologies are high-risk even with [risk-management] controls in place.
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In other words, the security tools currently available such as end-to-end
verifiability, encryption, cloud-based services, and distributed ledger technology
(blockchain), are unable to secure online voting systems.

The risk assessment went on to warn that electronic ballot return:

“creates significant security risks to the confidentiality of ballot and voter
data (e.g., voter privacy and ballot secrecy), integrity of the voted ballot,
and availability of the system. We view electronic ballot return as high risk.
Securing the return of voted ballots via the Internet while ensuring ballot
integrity and maintaining voter privacy is difficult, if not impossible, at this
time.””"

DHS’s blunt warning against the use of online voting echoed bipartisan
recommendations from the Senate Select Committee on Intelligence issued in
response to findings that foreign governments were actively trying to attack U.S.
election systems. The Committee wrote:

“States should resist pushes for online voting. One main argument for voting
online is to allow members of the military easier access to their fundamental
right to vote while deployed. While the Committee agrees states should take
great pains to ensure members of the military get to vote for their elected
officials, no system of online voting has yet established itself as secure.”®

In 2018, the National Academies of Sciences, Engineering and Medicine
(NASEM) released a report stating that the technology to return marked ballots
securely and anonymously over the Internet does not exist.® Many studies have
reviewed specific Internet voting systems, and consistently, all have found that
despite their claims of innovation, these systems have fundamental
vulnerabilities.°
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We understand the profound challenges you face to assure every voter’s
ability to vote and strongly support interventions to assure voters’ equal
opportunity and access to cast their vote — securely and verifiably. Recognizing
that no current solution is ideal for all voters, we support thoughtful consideration
of other secure innovations, such as improving California’s existing Remote
Accessible Vote by Mail (RAVBM) options. This solution allows for electronic
delivery of a blank ballot to the voter so they may use their own accessible
equipment at home to mark their ballot, print it out and return the paper ballot to
their election office. However, Internet voting, (with or without blockchain), is not
the answer.

We would welcome the opportunity to provide lawmakers with further
information on technical aspects of Internet voting. For the present, we urge the
California legislature in the strongest possible terms to heed the warnings from our
nation’s security agencies and computer experts, and to vote NO on SB 1480.

Respectfully submitted,

Andrew W. Appel, Ph.D.
Eugene Higgins Professor of Computer Science
Princeton University*
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Peter G. Neumann, Ph.D.
Chief Scientist
SRI International Computer Science Lab*

Ron Rivest, Ph.D.
Institute Professor
Massachusetts Institute of Technology™*

Kevin Skoglund
President and Chief Technologist
Citizens for Better Elections*

Eugene H. Spafford, Ph.D.
Professor and Emeritus Executive Director
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Founding Chair, Sovrin Foundation
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